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O6 onpenesieHnH yrpo3 6e30NacHOCTH NEPCOHAJILHBIX JAHHBIX,
aKTyaJbHBIX NPH 00paboTKe NepcoOHATbHBIX JAHHBIX B HHOPMALMOHHBIX CHCTEMAX
NepPCOHATbHBIX JaHHBIX, FKCILUIYaTHPYeMBbIX B cepax AesiTeIbHOCTH,
HOPMaTHBHO-NIPAaBOBOE PeryJiHpoOBaHNe KOTOPbIX OCYILeCTBJIAETCHA
®enepaabHLIM APXHBHBIM Ar€éHTCTBOM

B cootBercTBHM ¢ "acTeiO 5 cTaThu 19 DenepansHOro 3akona ot 27 urons 2006 r.
Ne 152-®3 «O nepcoHanbHBIX AaHHBIX» U IIyHKTOM 1 IlonoxkeHus o PeneparbHOM
apXHMBHOM areHTCTBe, YTBEpXKIECHHOro Yka3oM Ilpesunmenta Poccuiickoit ®enepanuu
oT 22 mioHA 2016 1. Ne 293, npu K a3 bl B a 10:

ONIpeieNIUTh YTpo3bl 0€30MacHOCTH IEePCOHAJBHBIX MAaHHBIX, aKTyaJbHBIE IPH
06paboTKe MepCOHATBHBIX JAHHBIX B HH(POPMAIMOHHBIX CHCTEMAX MEPCOHATTBHBIX TaHHBIX,
JKCIUTyaTHPYyeMBIX B cdepax AedATelbHOCTH, HOPMATHBHO-IIPABOBOE peEryJHPOBaHHE
KOTOPBIX ocylecTBisieTcss PeiepalbHbPIM apXHUBHBIM areéHTCTBOM, COTJIACHO MPHIIOXKESHHIO
K HaCTOSALIEMY IIPHUKa3y.

PykoBonurens A.H. Aptusos



[Ipunoxenue
K nnpuka3zy ®enepansHOro
apXWBHOTI'O areHTCTBa
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¥Yrpo3bl 6e30MaCHOCTH NEePCOHATbHBIX JAHHDIX,
aAKTyaJIbHbIE NPH 00paGoTKke NepPCOHAJILHBIX JAHHBIX B HHPOPMAIIHOHHBIX
CHCTEMAaX NMEePCOHAJILHBIX JaHHBIX, IKCILIYaTHPYEMbIX B cdepax AeaTeTbHOCTH,
HOPMATHBHO-NPABOBOE Pery/IHPOBaHHE KOTOPLIX OCYLIECTBIISAETCH
®eaepaibHLIM APXHBHBIM aT€HTCTBOM

1. Vrpo3amu 6e30macHOCTH MEPCOHANBHBIX JaHHBIX, AaKTyalbHBIMH TIPH
00paboTKe MEPCOHANBHBIX IaHHBIX B MHGOPMAIMOHHBIX CHCTEMaX IE€PCOHAIBHBIX
JAHHBIX, OKCIUIyaTHpyeMbIX B cdepax HesTeTbHOCTH, HOPMaTHBHO-IIPABOBOE
peryiupoBaHue KOTOPBIX ocyllecTBaseTcs DenepalbHBIM apXHBHBIM areHTCTBOM
(manee — nH(GOpPMALIMOHHBIE CUCTEMBI), ABISAIOTCS:

yrpo3sl  6€30aCHOCTH  IMEpCOHANBHBIX  JaHHBIX, 3alIMIIAaeMbIX  0e3
HCIIONB30BaHMs CPEACTB Kpuntorpadudeckoii 3amutsl nHpopManuu (aanee — CK3H);

Yyrpo3bl pealn3alliy IeJIeHalpaBlICHHBIX [EHCTBHM C  HCIIOJB30BaHUEM
annapaTHEIX W (WIM) MPOTPAMMHEBIX CPEICTB C IIENbI0 HapylleHHs 0Ge30MacHOCTH
sammmiaeMelx ¢ ucmosb3oBaHueM CK3M nepCoHanbHBIX JaHHBIX WM CO3JaHW
YCJIOBMH IS 3TOTO.

2. Yrpo3sl G€30macHOCTH IEpPCOHANBHBIX  [aHHBIX, 3allMIIaeMblX  0Oe3
ucnoap3oBanusgd CK3U, BkioyaroT:

1) yrpossl, CBsi3aHHBIE ¢ OCOOEHHOCTAMH (GYHKIMOHHMPOBAHUS TEXHHUYECKHX,
IPOrPaAMMHO-TEXHHUECKUX W TPOrPaMMHBIX CPEACTB, ¢ HCIONb30BAaHMEM KOTOPBIX
oGecrieunBaeTcs XpaHeHue, 00paboTka u nepefada HHQOPMaIUH;

2) yrpo3sl HeCaHKIMOHHPOBAHHOTO JOCTyNa (BO3AEHCTBHA) K MEPCOHAIbHBIM
IOAHHBIM JIMIl, OOJaJaloIIUX TOJHOMOYMAMM JOCTyNa K TIOCYJapCTBEHHBIM
MH(QOPMALIMOHHBEIM CHCTEMaM, aBTOMAaTH3HPOBAHHBIM ¥ MHQOPMAIIHOHHBIM CHCTEMaM
(nanee — vHGOPMAIIMOHHBIE CHCTEMBI), B XOJ€ CO3/IaHHS, BBOAa B JKCIUTyaTallHIoO,
SKCITyaTallMd, TEXHUYECKOro OOCTyXHBaHUA M (WMJIM) PEMOHTA, MOJCPHHU3AIMH,
BBIBOJIA M3 OSKCIUIyaTallid WH(QOPMAIMOHHBIX CHCTEM M JAbHEWIIEro XpaHeHUs
comepxaleiics B ux 6a3ax JaHHBIX HHpOpMALUH;

3) yrpo3sl BO3AEWCTBUA BPEIOHOCHOr0 Kojia U (MJIH) BPEAOHOCHOH MPOrpaMMBl;

4) yrpo3bl WCIIONB30BaHUS COLUAIBHOTO U NICHXOJIOTHYECKOTO BO3AEHUCTBHA Ha
ML, OONAJaoIMX IpaBaMH JOCTyna K HHQOPMAlMOHHBIM CHCTEMaM, IpaBaMH
JOCTyNa K aJMHHMCTPHPOBAHUIO IPOrPaMMHBIX, IPOrPaMMHO-ANNapaTHBIX CPeICTB,
CPEJCTB 3alIUThHI MHPOPMALHHU, BXOMAIIMX B COCTaB HH)OPMALIHOHHBIX CHCTEM;

5) yrpo3sl HECAaHKIMOHUPOBAHHOIO AOCTYMNa (BO3AEHCTBUA) K OTUYXIaeMBIM
HOCHMTENSM IIEPCOHAIBHBIX JaHHBIX, BKIIOYas MEPEHOCHbIE IIEPCOHAIIBHBIC
KOMIIBIOTEPHI MOJIb30BaTele HHPOPMALIHOHHBIX CHCTEM;

6) yrpo3bl HECAaHKIIHOHUPOBAHHOTO JOCTYIA K EPCOHATBHBIM JaHHBIM JIMLIAMH,
He oONajalomyMH IpaBaMH [OOCTyna K HH(QOPMALMOHHBEIM CHCTeMaM, IIpaBaMM
JOCTyHa aJMHHHUCTPHPOBAaHUSA INPOrPaMMHBIX, IPOTrPaMMHO-aNNapaTHBIX CpPENCTB,
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CPEICTB 3aIUTHl WHGOPMAaIMH, BXOISAMIMX B COCTAaB HMHQOPMAIMOHHBIX CHCTEM,
C MCTIOJIb30BaHUEM YSI3BUMOCTEH: |

B OpraHU3al[iH 3aILUTHI IEPCOHATBHBIX JAHHBIX;

B 00€CIIeYEHHH 3alllUThI CETEBOTO B3aNMOJEHCTBUS U KaHAJIOB IIEPEeayH JaHHBIX,
B TOM YHCJI€ C HCIIOIb30BaHHUEM IIPOTOKOJIOB MEXCETEBOr0 B3aUMOICHCTBHUS;

B 00ECII€UeHMH 3alIUThl BEIYHUCIHTEIBHBIX ceTell MH(MOPMALMOHHBIX CHCTEM,
BBI3BAHHBIX HeCOOMoJeHHeM TpeOOBaHWHM I10 3KCINIyaTallMM CPEICTB 3aIlMTEHI
UHpOpMaINH;

7) yrpo3bl,  CBSI3aHHBIE C  BO3MOXHOCTBIO  MCIIOJB30BaHHS  HOBBIX
MHQOPMALIMOHHBIX TEXHOJOrHWi (TEXHOJOTHHM BHPTyaiM3aluM, OeclpOBOIHBIC
TEXHOJIOTHH, 00JIauHEIE TEXHOJIOTHH, TEXHOJIIOTHH yIaJIEHHOTO AOCTYIa).

3./lna peanusalM LEJICHANPaBICHHBIX JACHCTBHH C  HCIIOJIB30BaHUEM
anmapaTHeIX W (WJIM) MPOTPaMMHBIX CPEACTB C LEJbI0 HapyIIeHHS O0e30MacHOCTH
jamMiaeMelx ¢ ucnojp3oBaHueM CK3M nepcoHanbHBIX [OAaHHBIX HIH CO3JaHUA
YCJIOBUH JJIS 3TOTO aKTyaJIbHBIMH SBJISIOTCH YTPO3BI:

1) mpoBegeHHUs aTaK HApyIIUTEIAMH, HaXOIAIIMMUCH BHE TPOCTPAHCTBA,
B [IpejieIaX KOTOPOro OCYLIECTBIAETCS KOHTPOJIb 3a MPEeOBIBAHUEM M JACHCTBUAMH JIULL
¥ (MJIM) TPAHCIIOPTHBIX CPEACTB (Hajee — KOHTPOIUPYEMAs 30Ha),

2) mpoBelleHMss Ha OdTamax paspaboTkM (MOAEpHM3allMH), MPOHU3BOACTBA,
xpaHenus, tpancrnoptupoBkd CK3M u srame BBoma B 3Kcmryarauuio CK3U
(myckoHanamoyHble paboThl) aTakh IIyTeM BHECEHHWs HECaHKIHOHMPOBAHHBIX
mmenennit B CK3U, noxymenrammio Ha CK3U u (unu) B KOMIOHEHTHI anmnapaTHbIX
¥ TIPOrPaMMHEIX CPEJICTB, COBMECTHO C KOTOPHIMH IITaTHO (yHkuuonupyor CK3N
H KOTOpPBIE B COBOKYITHOCTH MPEACTaBIAIOT cpeny ¢ynkumonuposanus CK3H, kotopele
CIIOCOOHBI TIOBJIMATH Ha BhIMONHeHHe mnpenbssiseMslx kK CK3M Ttpebosanuil, B TOM
YHCIIE ¢ HCITOJIb30BAaHMEM BPEIOHOCHBIX IIPOrpaMM;

3) npoBeaenus atak Ha sTamne skciuryatanuu CK3U na:

NIepCOHAJIbHBIE IaHHBIE;

KJIIOYEBYIO, ay TeHTUGUUHPYIOILYIO U MapobHylo uHopMaiuio CK3H;

nporpaMMHble koMmnoHeHTsl CK3H;

anmaparHele koMrnoHeHTs! CK3H;

IIPOrpaMMHEIE KOMIIOHEHTHI cpedbl ¢yHkiuoHuposanus CK3U, Bkimoyas
6a30BYIO CHCTEMY BBOJIa (BBIBOZA);

anmapaTHble KOMIIOHEHTH! cpensl ¢yHkroruposanus CK3H;

JlaHHbIe, TTepejaBaeMble 110 KaHaJlaM CBS3H,

4) ony4yeHus U3 HAXONAIMXCA B CBOOOZHOM JOCTYIE MCTOYHHMKOB (BKIHOYas
MH(GOPMALIHOHHO-TEIEKOMMYHHKALMOHHEIE CETH, HOCTYI K KOTOPBIM HE OrpaHHYeH
onpe/ieJIEHHBIM KPyroM JIUL, B TOM 4YHCJIe HHGOPMAMOHHO-TeJIeKOMMYHHKAIMOHHYIO
cetb «MutepHer») wuHpopMmanuM 06 HHOGOPMAIMOHHBIX CHCTeMax, B KOTOPBIX
ucnons3yrotrces CK3U:

o6IKX CBeleHHM 00 HH(POPMALMOHHBIX CHCTEMAX, B KOTOPBIX HCIOJB3YIOTCH
CK3HU (Ha3sHaueHue, COCTaB, ONepaTop, OOBEKTH], B KOTOPHIX Pa3sMEIECHBI PECYPChI
HH(GOPMALIMOHHBIX CHCTEM);

cBelleHHI 06 MH(MOPMAIMOHHBIX TEXHOJOTHAX, 0a3zax IaHHBIX, amlIapaTHBIX
CpelcTBaX, NPOTPAMMHOM OGECHEYCHHH, HCIONB3YeMBIX B HHQOPMAlMOHHBIX
cuctemax coBMmectHo ¢ CK3U, 3a HCKIIOYEHHEM CBEICHMM, COJEPKAIIUXCH




B KOHCTPYKTOPCKHX JOKyMeHTaX Ha MHGOpMalMOHHBIE TEXHOJIOTHH, 0a3bl JaHHBIX,
anmnapaTHbIE CpencTBa, NpOrpaMMHOe obecneueHue, UCIIOJIb3yEeMBIE
B MHPOPMAIIMOHHBIX cucTeMax coBMecTHO ¢ CK3H;

cofepkaHUs KOHCTPYKTOpCcKoii fokymeHTauu Ha CK3H;

COAEp)KaHHUsd HOKYMEHTAalMM Ha ammapaTHble M MpPOrpaMMHBIE KOMIIOHEHTHI
CK3U u cpeny dynkuuonuposanus CK3H;

CBelleHHHl O 3amummaeMoi wuHbOpMamUKM, HCIOIB3yeMOH B Ipolecce
skcryarauuu CK3U;

CBeJIeHHH 0 KaHajlaX CBS3H, 10 KOTOPHIM IEPENAIOTCS IIEPCOHANIBHBIE NaHHBIE,
3aluiaeMsle ¢ ucroiab3oBanuem CK3U;

CBENEHMH, MOJIydaeMBIX B pe3yJbTaTeé aHajlu3a CHUTHAJIOB OT alllapaTHBIX
xomnonenToB CK3U u cpenpr dynkumnonuposanus CK3H;

5) mpuMeHeHHsT ~ CHELHaJbHO  pa3pa0OTaHHBIX  aNlapaTHEIX  CPENCTB
H IPOrpaMMHOT0 o0ecreyeHus;

6) MCIIOJIL30BaHUSA Ha 3Tame JKCIUTyaTalldd B KayecTBE Cpelbl IepeHoca OT
cy6nekTa Kk 00BeKTy (0T 00beKTa K CyOBEKTy) aTaku ACHCTBUIM, OCYIIECTBISEMBIX IIPH
NOArOTOBKe M (WIM) NpPOBENECHHWHM AaTaKu KaHAJIOB pPAcClPOCTPaHEHHS CHrHAJOB,
conposoxaaromux ¢pyHkunonuposanue CK3HU u cpensl pynkuronnposanus CK3H;

7) npoBeieHUs aTaKy IpY HaXOXKACHUH B IPEAEIaxX KOHTPOJIUPYEMO 30HEI;

8) mpoBeneHus arak Ha dtane dkciuryatanuu CK3UW 1 HeCaHKIIHOHMPOBaHHBIN
JOCTYII K CJIeAYIOINM 0OBbeKTaM:

noxymenTtanuu Ha CK3U 1 xomoHeHTH! cpensl dyHKunonnposanus CK3H;

[IOMEIIEHUAM, B KOTOPBIX HAaXxOJUTCI COBOKYIHOCTh  IIPOIPaMMHBIX
¥ TEXHUYECKHX 3JIEMEHTOB CUCTEM 00pabOTKK TaHHBIX, CIOCOOHBIX (GyHKLUHOHUPOBATh
CaMOCTOSTENbHO MM B COCTaBe APYTHX CHCTeM, Ha KOTOpeIX peamns3oBaHel CK3U
u cpena pynkuuonuposanus CK3H;

9) nmosnydeHHs B paMKax IpelOoCTaBICHHBIX [MOJHOMOYHI, a TakkKe B pe3yJIbTaTe
HaOJIIOIeHHH :

CBEJeHUH 0 (U3MYECKHX Mepax 3allUThl OOBEKTOB, B KOTOPHIX pa3MeIeHBI
pecypchl HHPOPMAITHOHHBIX CHCTEM;

CBeleHMH O Mepax M0 o0ecHeYeHHI0 KOHTPOJIHMPYEMOH 30HBI OOBEKTOB,
B KOTOPBIX pa3MeIleHbl pecypchl HHOOPMALMOHHBIX CUCTEMS

CBeleHHI O Mepax 10 OOeCHeYeHUI0 KOHTPOJHUPYeMOH 30HBEI OOBEKTOB,
B KOTOPBIX pa3MeIlleHb! pecypchl HHGOPMALIHOHHON CHCTEMBI,

CBEIEHWI O Mepax MO pa3rpaHUYEHHIO JOCTyNa B IIOMEIIEHHS, B KOTOPHIX
HaXOJIATCS CPeJCTBAa BEIYMCIMTENBHOM TEXHHUKH, Ha KOTOpHIX peanmsosadHbl CK3U
U cpena ¢pynkunonrpoBanus CK3H,

10) mony4eHus HECAaHKIMOHHAPOBAHHOIO (M3UYECKOrO IOCTyNa K CpeicTBaM
BBIUMCIUTENBHOH TEeXHMKHM, Ha KoTopbix peammsoBaHel CK3M wu cpena
dbyukiponuposanus CK3U;

11) cBS3aHHBIE ¢ HANTMYMEM y HapyIIMTels ammapaTHbIX KommonenToB CK3U
1 cpensl Gpynkuuonuposanus CK3U, peann3oBaHHEIX B HHPOPMALMOHHBIX CHCTEMAX,
B KoTOphIX ucnonbdytorcs CK3H.



