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00 onpeneneHun yrpo3 6e30MacHOCTH NMEPCOHAJILHBIX JaHHBIX, AKTYAJIbHBIX HPH
00paboTKe NepPCOHAJILHBIX JaHHBIX B HHPOPMAIHOHHBIX CHCTEMAX NEPCOHATBHBIX
AaHHbIX PenepabHOM ¢JIyK0bl 10 BeTEPHHAPHOMY H (PHTOCAHUTAPHOMY HaJA30pY,

IKCILIYaTHPYEMBbIX NpH ocyiuectTBiaeHun PenepanbHoii ciay:x00i
0 BeTEPUHAPHOMY H (PHTOCAHHTAPHOMY HaA30py QYHKIHH, ONpeAeeHHbIX
3aKoHoAAaTebCcTBOM Poccuiickoi ®Pegepanun

B cootrBeTcTBHY ¢ 4acThio 5 craThu 19 ®enepanpHoro 3akoHa ot 27 urong 2006 r.
Ne 152-®3 «O nepcoHaNBHBIX JaHHBIX» U yHKTOM 1 [Tonoxxenus o @enepanpHoii ciyxbe
II0 BETEPUHAPHOMY ¥ (PUTOCAHUTAPHOMY HAA30pYy, YTBEPKAEHHOIO IOCTAHOBJIEHUEM
IpaButensctBa Poccuiickoii ®enepanuu ot 30 mrons 2004 r. Ne 327, npu ka3 bl Balo:

OIIPENENNTh Yrpo3bl 0e30MacHOCTH NEepPCOHANBHBIX  JAHHBIX, aKTyaJlbHbIE
npu 06paboTKe MEepCOHATBHBIX JaHHBIX B MHOOPMALMOHHBIX CHCTEMAaX INEPCOHANBHBIX
gaHuelx DenepanbHON COyXOBI TO BETEPUHApPHOMY M (PUTOCAaHHUTAPHOMY HaA30pY,
SKCIUIyaTHPYeMbIX MNpH ocymlecTBieHun PepepaibHOil cioyx00i 1Mo BETEPUHAPHOMY
¥ GUTOCAHUTAPHOMY HAI30pY QYHKIUM, ONpelleIeHHbIX 3aKOHOAATENBCTBOM Poccuiickoi

(Dez[epam/m, COrJIaCHO IIPHIJIOKCHHUIO K HACTOSAIIEMY IIPHUKA3y.

PykoBoauTens C.A. JlaskBepT



Ipunoxxenue
K npuka3y DenepaibHo#i cinyxObl IO
BETEPUHAPHOMY B (UTOCAHUTAPHOMY

HaA30py
oT 04.03.2026 rNe 256

¥Yrpo3bl 6€301aCHOCTH NEPCOHAJILHBIX JAHHBIX,
aKTyaJibHbIe NPH 00paboTKe MepPCOHAIbLHBIX JAHHBIX B HHPOPMAIHOHHDBIX
CHCTEMAX NePCOHAbHBIX JaHHBIX PeaepaabHOil Ci1yKObI N0 BETePHHAPHOMY
H (PUTOCAHHTAPHOMY HA[A30PY, IKCILIyaTHPYEMBIX HPH OCYIIeCTBJICHHH
denepanbHoii ciyk00ii 10 BeTepHHAPDHOMY H (PHTOCAHUTAPHOMY HAA30pYy
¢yHKuMii, onpegeleHHbIX 3aKoHOAaTeAbcTBOM Poccniickoi ®@enepanuu
1. Vrposamu 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX, aKTyalIbHBIMH NPH 00paboTKe
NEePCOHANBHBIX JaHHBIX B HMHQOPMALMOHHBIX CHCTEMaX TNEPCOHANBHBIX JaHHBIX
denepanbHON  CIy)OBl 1O  BeTepUHapHOMY UM (DUTOCAaHMTapHOMY  HaA30py,
3KCIUTyaTHPYEMBIX TpH ocyuecTBieHHH @enepanbHoi ciiyxk60i 10 BeTEpUHAPHOMY
1 pUTOCAHUTAPHOMY HaI30py GYHKLHUH, ONpe/ieNeHHBIX 3aKOHOAATENECTBOM POCCHIMCKOM
denepanuu (nanee — UHGOPMAIMOHHBIE CUCTEMBI), SIBISIOTCS:
yrpo3sl 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX, 3AIUINAEMBIX 0€3 MCIONb30BaHMs
cpencTB Kpumnrorpaduyeckoii 3ammTe nHPopmanuu (nanee — CK3M);
yrpo3sl peain3alyy LeJeHanpaBleHHbIX JEHCTBUM C HCIIOJIb30BAHUEM AlAPaTHBIX
¥ (WiIH) HpPOrpaMMHBIX CpPEICTB C LENbI0 HapylleHHs Oe30MacHOCTH 3allHIIAaeMbIX
¢ ucnonp3oBanreM CK3M nepcoHanbHBIX JaHHBIX N CO3JaHUs YCIOBHHM I 3TOro'.
2. Jlna NepcOHANBHBIX JAHHBIX, 3amumaeMblx Oe3 ucnonas3zoBanus CK3U,
aKTYaJbHBIMU SIBISIOTCS YTPO3bl, CBA3aHHBIE C:
1) ocoGeHHOCTAMH (PYHKIMOHHUPOBAHUS TEXHUYECKHUX, IPOIPaMMHO-TEXHHYECKHX
U MPOrpaMMHBIX CpEICTB, OOECHEUMBAIOIIUX XpaHEHHE, O0OpabOTKy U mepeaavy
uHopMaLny;

2) HCCAaHKIIMOHHPOBAaHHBIM  JOCTYIIOM K TIE€PCOHAJIbHBIM  JAaHHBIM  JIMLAMH,

! CocTas ¥ cosepxaHie OpPraHU3aLMOHHBIX H TEXHUYECKHX Mep o obecnedeHHio 6e30macHOCTH MEePCOHANBHEIX JAHHBIX MIPH
1x 06paboTke B MHPOPMALIOHHBIX CUCTEMAaX MEPCOHANBLHBIX AAHHBIX C HCTI0/Ib30BAHMEM CPEACTB KPHITOrpaduIecKom 3a1uThi
nHPOPMAltMd, HeOOXOMMMBIX I BBINOIHEHHUS YCTaHOBJIEHHBIX IIpaBurennctsom Poccmiickoit @enepaunu TpeGoBaHHH
K 3alIMTe NepCOHAJBHBIX NaHHBLIX Ui KKIOTO M3 YPOBHEH 3alIMIIEHHOCTH, YTBEpKIACHHBIE npukasom ©CB Poccuu
ot 10 mons 2014 r. Ne 378 (3apeructpuposan Munrocrom Poccnu 18 aBrycra 2014 r., peructpattnoHHsiii Ne 33620).
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00JafaoIUMHU [0J630BaTeNbCKUMH MIpaBaMM JIOCTyNa K WH(OPMAallMOHHBIM CHCTEMAaM,
npaBaMHM JIOCTyNa K aJAMHMHHMCTPUPOBAHUIO IIPOrPaMMHBIX, IIPOrpPaMMHO-aNnapaTHbIX
CpEJCTB, CPEACTB 3alUTH HHPOPMAIMH, BXOJAIUX B COCTaB HHPOPMAILMOHHBIX CUCTEM,
B XOJE€ CO3JaHMs, SKCILIyaTallid, TEXHHYECKOro oOCIyXHBaHUS M (MJIM) PEMOHTA,
MOJIEPHU3ALUH, BBIBOJIA U3 IKCILTyaTallil HHOPMAIIHOHHBIX CUCTEM;

3) Bo3aeHcTBHEM BpeIOHOCHOTO KOJIa, BPEIOHOCHOM IIPOrpaMMBl;

4) UCTIOJIB30BaHUEM COLMAIBHOIO M IICUXOJOTHYECKOr0 BO3JEHCTBHS Ha JIMII,
o0afaroluX TpaBaMH JOCTyna K HMHQOPMALUMOHHBIM CHCTEMaM, NpaBaMH JOCTyIa
K aJIMHHUCTPUPOBAaHUIO IIPOTrpaMMHBIX, INPOrPaMMHO-AINIapaTHBIX CPEACTB, CPEACTB
3alMTEl KH(QOpMAIIMKY, BXOJSAIIUX B COCTaB HHQOPMaLMOHHBIX CHCTEM;

5) HeCaHKIMOHUPOBAHHBIM JOCTYIIOM K OTHYXAAEMBIM HOCHTEJSIM IEPCOHATIBHBIX
JAHHBIX, BKJIIOYas IEPEHOCHBIE IIEPCOHANBbHBIE  KOMIBIOTEPBl  IOJIb30BaTENIEH
UHGOPMAIMOHHBIX CUCTEM;

6) BO3JIECTBMEM Ha OTYyXZaeMble HOCUTENIM IIEPCOHANIBHBIX HOaHHBIX, BKIIIOYas
IIEpEeHOCHbIE MEPCOHABHBIE KOMIIBIOTEPHI N0JIb30BaTenell HHQOPMALMOHHBIX CHCTEM,;

7) HECAaHKITMOHUPOBAHHBIM ~ JOCTYIIOM K IIEPCOHAJIBHBIM JAHHBIM  JIHIAMH,
He 00JIaJaloNIMMHU NIpaBaMH JOCTYINa K MHGOPMalMOHHBIM CHUCTEMaM, IpaBaMU JOCTyIa
K aIMUHHCTPUPOBAHUIO IIPOTPaMMHBIX, INPOIPAMMHO-AIIAPaTHBIX CpPEICTB, CPEACTB
3aiUThl HHGOPMAIMH, BXOJSIINX B COCTaB HH(GOPMALMOHHEIX CUCTEM, C UCIIONb30BaHUEM
ySI3BUMOCTEI:

B OpraHU3aliy 3alUTh] IEPCOHAIBHBIX JaHHBIX;

B 00ecleuyeHHH 3allUThl BBIYUCIUTENBHBIX CeTel HHQOPMAlHOHHBIX CHUCTEM,
BLI3BAHHBIX HECOOMIOJeHHEeM TpeOOBaHMl 10 3KCIUIyaTallMM CpPEeACTB  3alllUTHI
uHpopManmy;

8) UCMoJIp30BaHHEM HOBBIX HH(GOPMALIMOHHBIX TEXHOJIOTUH.

3. Yrpo3sl liefeHanpaBl€HHBIX JACHCTBUH C HCIONB30BaHHEM  amlapaTHBIX
U (WIM) TPOTPaMMHBIX CPEINCTB € LENbI0 HapylleHHs Oe30MacHOCTH 3allUIaeMbIX
¢ ucmons3oBaHieM CK3U nepcoHalbHBIX HAHHBIX WM CO3JAaHUS YCJIOBHUH 17l 3TOTO
BKJIFOYAIOT:

1) yrpo3sl mpoBeJieHHs] aTaK HApyLIUTENISIMH, HaXOIALIMMHCS BHE NPOCTPAHCTBA,
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B IIpejieNiax KOTOPOTO OCYILIECTBISETCS KOHTPOJIb 33 NMpEeOBIBAHUEM U IEHCTBUAMM JIMIL
1 (WIK) TPAHCIIOPTHBIX CPEJCTB (laiee — KOHTPOJIUpyeMast 30Ha);

2) yrpo3sl IpOBEJNeHHs Ha 3Tamax pa3paboTku (MoOIEepHHM3aLUH), NPOHU3BOACTBA,
xpanennsi, TtpaHcmoptupoBkd CK3UW u o3rame BBoga Boakcmyarauuioo CK3HM
(myckoHanamouHble pabOThl) aTaKu MMyTeM BHECEHHUs] HECAHKIMOHMPOBAHHBIX H3MEHEHUHI
B CK3U, nokyMenrtauuto Ha CK3U u (m1) B KOMIIOHEHTHI alnapaTHBIX U IIPOrpaMMHBIX
CpEJICTB, COBMECTHO ¢ KoTopeiMM ITaTHO ¢GyHkuuoHupyroT CK3M wu koropelie
B COBOKYITHOCTH TNpeJCTaBIAIOT cpeay ¢yHkimonupoBanusi CK3M, xoTopble criocoOHBI
[OBJIMAT, Ha BeIMONIHeHHe mpenbsaBiaseMbix K CK3U TpebGoBanmii, B ToM uyucie
C UCIHOJIb30BaHHEM BPEIOHOCHBIX IPOrpamM;

3) yrpo3sl mpoBeieHUs aTak Ha 3tarne 3kcninyatanuu CK3H na:

NIepCOHAJIbHbIE TaHHBIE;

KJIIOYEBYIO, ayTEHTHPHUUMPYIOLIYIO U aposibHyto uHpopManuio CK3H;

nporpammHubie komnoHeHTsl CK3U;

anmnapatHble koMnoHeHTbl CK3U;

porpaMMHbIe KOMIIOHEHTHI cpelisl ¢yHKiuonupoBanuss CK3H, Bkioyas 6a3oByro
CHCTEMY BBO/Ia (BBIBOJA);

anrapaTHbIe KOMIIOHEHTHI cpeabl pyHkunoHuposanus CK3H;

JaHHBIE, TTepeaBaeMble 10 KaHallaM CBSI3H;

4) yrpo3sl TONY4YEeHUS W3 HAXOSUIUXCA B CBOOOJHOM JOCTyIe HCTOYHHKOB
(Brmovas MHGOPMALMOHHO-TEIEKOMMYHHKAI[HOHHBIE CETH, JOCTyIl K KOTOPBIM
He OrpaHM4YeH OMpeAEJeHHBIM KpPYroM JIMI, B TOM 4YHclI€ HH()OPMaIMOHHO-
TEIEKOMMYHHUKAIIMOHHYI0 ceTh «VHTepHeT») wuH(popManuu 06 HH(POPMALMOHHBIX
cUCTeMaX, B KoTOpsIX ucnonb3ytotcs CK3U:

obLmX cBeAeHH 00 HHPOPMAIIMOHHBIX CHCTEMaX, B KOTOPBIX ucnonb3ytoTes CK3U
(Ha3HaueHHe, COCTaB, OIEpaTop, OOBEKTbl, B KOTOPBIX pa3MEILEHbl pPecypcChl
HHGOPMAILIHOHHBIX CUCTEM);

cBefleHMit 00 WHGOPMALMOHHBIX TEXHOJNOTUAX, ©a3aX [daHHBIX, alMapaTHbIX
CpeJICTBax, IPOrPaMMHOM O0ecIieueHUH, UCTIONb3yEMbIX B MH(QOPMAIMOHHBIX CHCTEMAaX

coBMectHo ¢ CK3M, 3aucKIlOYeHHEM  CBEJEHHM, COMEPXKAIIUXCA  TOJIBKO
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B KOHCTPYKTOPCKHX MOOKYMEHTaX Ha HHGOpMalMOHHbIE TEXHOJOrHH, 0a3bl JaHHBIX,
anmnaparHble Cpe/ICTBa, MPOrpaMMHOe obecrieueHHe, UCIOoNb3yeMble B MH(POPMallMOHHBIX
cucteMax coBMecTtHo ¢ CK3U;

coJiep>KaHHs KOHCTPYKTOpcKkoi nokymeHTauuu Ha CK3U;

COJIEpXKaHMsI TOKyMEHTAllMM Ha anmnapaTHble U nporpamMMHbeie koMmrnoHeHTsl CK3U
u cpeny dynxuuonuposanus CK3H;

OOLIMX CBEJACHHH O 3amMImaeMod HHGOpMALMK, HCIOJb3yeMOH B IpoLecce
skcruryatauuu CK3U;

CBEJIEHHH O KaHaJlaxX CBS3H, MO KOTOPHIM IepefaloTCsi MEePCOHANBHbIE JAaHHBIE,
3alMInaemMele ¢ ucrnons3zopanueM CK3H;

CBEJICHUI, TIONy4YaeMbIX B pe3ylbTaTe aHajiW3a CHUTHaJOB OT allllapaTHBIX
xkoMoHeHToB CK3U u cpeanl pynkumonupoBanus CK3U;

5) yrpo3pl NpHUMEHEHHs CIeNHUaNbHO pa3padOTaHHBIX AalMapaTHbIX CpEACTB
U IIporpaMMHOro obecrneyeHus;

6) yrpo3sl HCIIONB30BaHMS Ha 3Tale JKCIUIyaTallud B KadecTBEe Cpelbl IepeHoca
oT cyOBekTa K 00BeKTy (0T oObekTa K CyOBeKTy) aTaku ACUCTBUH, OCYILLECTBISEMBIX
IIpH TOATOTOBKE W (WIM) NPOBEACHUM aTaKU KaHAIOB PAacCHpPOCTPAHEHHS CHUTHAJIOB,
conpoBoxaaomux pynkunonuposanue CK3U u cpeasl pynkunonnposanus CK3H;

7) yrpo3sl IPOBEICHUSI aTaKy MPH HaXOXISHUU B MIpeiesiaX KOHTPOIUPYEMOH 30HBI;

8) yrpo3sl mpoBeeHus aTak Ha 3tare 3kcutyatanuu CK3U Ha:

nokyMeHTaruio Ha CK3U u komnoneHTs cpenpl pyHkunonuposanus CK3H;

IIOMEMIEHHS, B KOTOPBIX HAaXOMUTCS COBOKYITHOCTb IPOrPaMMHBIX U TEXHUYECKHUX
3JIEMEHTOB CHUCTEM 00pabOTKH HAHHBIX, CIIOCOOHBIX (Q)YHKLHOHHPOBATH CaAMOCTOSITENIBHO
WId B COCTaBe JpPYrHX cHCTeM, Ha KoTopbix peanu3zoBanel CK3W u cpena
dbyukuuonupoBanus CK3U;

9) yrpo3sl mMONy4YeHHs] B paMKax [peNOCTaBICHHBIX IIOJHOMOYHH, a Takke
B pe3yJibTaTe HaOII0qeHUi:

CBeJIeHUI 0 PU3NIECKUX Mepax 3alUuThl 00bEKTOB, B KOTOPBIX pa3MEIIeHbl PECYPCHI
HH(GOPMALIMOHHBIX CHCTEM;

CBEJIEHHH O Mepax Mo 00eCleYeHHI0 KOHTPOIUPYEMOi 30HbI OOBEKTOB, B KOTOPBIX
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pa3MeleHbl pecypchl HHQOPMAIIMOHHBIX CHCTEM,;

CBEJEHHI 0 Mepax M0 Pa3rpaHUICHUIO JOCTYMA B MOMELICHHS, B KOTOPBIX HAXOAATCS
CpelCTBa BBIYHCIHTENBFHON TEXHHKH, Ha KoTopelX peannsoBanel CK3M u cpenma
dbyukuunonnposanus CK3H;

10) yrpo3sl noyyueHus HeCAaHKLIMOHUPOBAHHOTO (PU3NYECKOT0 JOCTYIIa K CPEACTBAM
BBIUUCIIMTENBLHOM TEXHUKH, Ha KOTOPbIX peann3oBanbl CK3U u cpena oyHKIMOHMPOBaHUSA
CK3Y;

11) yrpo3pl, CBS3aHHBIE C HaAJMYMEM y HApyLIUTENsl allapaTHBIX KOMIIOHEHTOB
CK3U u cpeasl o¢yukuuonuposanus CK3U, peanuzoBaHHbIX B HH(QOPMalMOHHBIX

cucTeMax, B KOTOphIX ucronb3yroress CK3M.



