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B coorBercTBUM ¢ myHKTOM 9 wactu 4 crathu 6 DenepalbHOTO 3aKOHA
oT 26 nroy1g 2017 r. Ne 187-03 «O 6e30nmacHOCTH KPUTHYECKOM HHGOPMAIHOHHOM
HHOpacTpykTypsl Poccuiickoii ®epepauum» u nyHkrom 1 VYkasza Ilpesunenta
Poccuiickoit ®enepanuu ot 22 nexadbps 2017 . Ne 620 «O coBeplieHCTBOBaHUN
rOCyJapCTBEHHOM CHCTEMBbl OOHapy)XeHHUs, TPenyNpexAeHHI M JIMKBUIAIUH
NOCJIEACTBUM  KOMIIBIOTEPHBIX  aTaKk Ha  MHQOpMAIMOHHBEIE  PeCypCHI

Poccuiickoit ®enepanmm

ITPUKA3BIBAIO:

l. Ycranosute TpeboBanus Kk cpeacTBaMm, IIpeAHA3HAYCHHBIM JJIA

06Hapy)KCHI’I$I, HMPpEAYINPEXKACHUA U THUKBHIAITUH MOCJIEACTBUM KOMIIBIOTCPHBIX aTakK
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U pearnpOBaHm Ha KOMIIBIOTEPHBEIE HHLHAEHTHl, B TOM YHCIE K CpENCTBaM,
NpeAHa3sHaYeHHBIM [IJI1 IIOMCKa IIPU3HAKOB KOMITBIOTEPHBIX aTaK, COIVIACHO
TIPUIOXKEHUIO K HACTOSAIIEMY IpUKa3y.

2. IIpusHats yTpatuBomM cuiy npukas ®CB Poccun ot 6 Mas 2019 1. Ne 196
«O6 yrBepxnennn TpebGoBauuii k CpéIICTBaM, IIpeHa3HaYeHHBIM  JJIS
OOHapy KeHHs, IPeIYTIPEXTESHHU 1 IMKBUIALIMY TOCIIEICTBUM KOMITBIOTEPHBIX aTaK

M pe€arupoBaHHA Ha KOMIIBIOTCPHBIC I/IHI.II/IHCHTBI»I.

Hupexrop A.BopTHHUKOB
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! 3apemcrpnpoiaan Muntoctom Poccun 31 mas 2019 r., peructpammonsstii Ne 54801.




IIpunoxenue

k npukasy ®Cb Poccun
ot 26 pexabpa 2025 r.
Ne 554

TpeboBanus
K CpeCTBaM, MIPeHa3HAuYeHHBIM JUIs OOHApYKEHHUS, IPEAYIPEKACHHS
Y IMKBUJALMY MTOCIIENCTBIH KOMIIBIOTEPHBIX aTaK M PearupoBaHusl
Ha KOMIIBIOTEPHBIE MHIMJEHTHI, B TOM YHCJIE K CPEACTBaM,
NpeaHa3HaYeHHBIM 7S TIOMCKA IIPU3HAKOB KOMITBIOTEPHBIX aTaK

I. O0mue nonoxeuus

1. Hactosmue TpeboBanus IPEeABABIAIOTCA K TEXHUYECKUM,
NpOrpaMMHBIM, ITPOrPaMMHO-aIINapaTHBIM M MHBIM CPEACTBaM [yl OOHapyXeHUs
(B TOM UKCIe IS IOMCKA IPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JNEKTPOCBSI3H,
UCIOIb3YeMbIX Ui OpraHU3alMd B3aHMMOJEHCTBHA OOBEKTOB KPHTHYECKOM
uHpopMaLroHHON HH(pacTpyKTyps! Poccuiickoit ®enepauuu (nanee — KUN),
NpEeAyNpexIeHUs, JTUKBHAALMU IIOCIEACTBHH KOMIIBIOTEPHBIX aTak W (HIH)
obmeHa MHpopManueii, Heobxonumoii cyosektam KM 1 HHBIM He SBISIOLIAMCH
cy6sexramun KM opranam u opraHusanusm (fajiee — Opraus! (OpraHM3alyH) IpH
OOHAapyXeHHMH, TpenyNmpexiaeHud M (WIM) JIHKBHJALMM  TOCIEICTBHIM
KOMITBIOTEPHEIX aTaK, a TAaKXKe CPeiCTBaM KpUNTOrpaduIecKoil 3aluThl TaKoi
MH(pOPMALIMH, B TOM YHCIIe CPEACTBAM, IPeAHA3HAYEHHBIM JJI IOMCKA NPH3HAKOB
KOMITBIOTEPHBIX aTak (ganee — cpencrsa [ocCOITKA).

2. Tpe6oBaHus NPEABABISIOTCS K CIEAYIOLIUM CPeJICTBAM TocCOIIKA':

TCXHHYECKUM, TPOrpaMMHEIM, IPOTPAMMHO-ANNapaTHBIM H  HHBIM
CpeacTBaM i OOHAapy)XeHHMs KOMIIBIOTEPHBIX arak (magee — CpencTBa

o0HapyXeHus);

! Yactp 3 crarbu 5 DefepanbHOro 3akoHa ot 26 mions 2017 r. Ne 187-®3 «O GesonacHocTH KpUTHUECKOI
uHbOpMaLKOHHOH HHPPacTPyKTYphI Poccniickoit ®enepaumm».




TEXHUYECKUM, IMPOrpaMMHBEIM, MpOrpaMMHO-aNMapaTHBIM ¥ HMHBIM
CPEeACTBAM JUIs HpPEeIyNpPeX[CHHs KOMILIOTEPHBIX aTak (halnee — CpecTBa
IpenyTpexICHHN);

TEXHUYECKUM, MPOrPaMMHBIM, IpPOrpaMMHO-aNMapaTHEIM M HMHBIM
CPEACTBaM IS IMKBUAALMH [IOCIEACTBHH KOMIIBIOTEPHBIX aTak (Hajee — CpeicTBa
JIMKBUAALMH TIOCIIECTBHIA);

TEXHUYECKUM, I[POrPaMMHBIM, I[POrPaMMHO-AMMapaTHEIM H  HMHBIM
CPEeACTBaM IIOHUCKA IPU3HAKOB KOMIBIOTEPHBIX aTaK B CETAX 3JIEKTPOCBSI3H,
UCTIOJIL3YEMBIX JJIsi OpraHu3aldd B3auMoAeHCTBHA o0bekToB KU (mamee —
cpenctsa IIITIKA B ceTsix anekTpocBasn);

CpPeACTBaM, peAHA3HAYEHHbIM [l IOMCKA IPU3HAKOB KOMITBIOTEPHBIX aTaK
(nanee — cpenctna ITTTKA);

TEXHHYECKUM, TPOrpaMMHEIM, IPOrpaMMHO-aNapaTHEIM H  HHBIM
cpeactBaM oOMeHa uHpoOpManuel, HeoOxoaumoil cyGhektam KWW u opranam
(opranusauusM) mpu OOGHApYXXeHWM, MpPEYNpeXACHHM H (WIH) JHKBHIALMH
HOCJIEICTBHIIA KOMITBIOTEPHBIX aTak (Jajiee — CpeJcTBa 0OMEHA);

CpeAcTBaM KpHUNTOrpaduMuecKod 3aIUTBl HHQPOPMALHMM, HEOOXOAUMOIH
cybbextam KWW wu opraam (opraEuzamusaMm) —Iipu oOHapyXeHNH,
IPEAYAPENICHHH ¥ (MIIH) IMKBUAALMH NOCIEACTBHI KOMITBIOTEPHBIX aTaK.

3.Cpencrea T'ocCOIIKA peanusyloTcs B TOM 4YHCIE ONHHUM MM
HECKOJIbKUMH  T€XHHYCCKMMH, MPOTPAMMHBIMH H IIPOTPaMMHO-AIIapaTHBIMH

CpeaCcTBaMH.

II. TpeboBanus x cpeacream [ocCOITKA

4. CpenctBa TI'ocCOIIKA [oKHBI OBITH IIPOU3BENIEHEI, O00eCIIeYeHBI
rapaHTHHHON M TEXHUYECKOH MOAIEPKKOM, MOAEPHUIHPOBATHCH HCKIFOYUTENLHO
POCCHICKHMHU FOPUAMYECKMMH JIHIAMH, HE HAXOISIIUMMCA MOX TNpPSAMBIM HIIH
KOCBEHHBIM KOHTPOJIEM HHOCTPAHHBIX (QH3MYECKHX WU U (MIH) FOPUIHYECKHUX

JIUL.




5.B cpeactBax ['ocCOITIKA pomxHa OBITH HMCKIIOYEHA BO3MOXKHOCTH
YAAJICHHOTO YMpPAaBJI€HUS CO CTOPOHBI JHMI, HE SBIAIOUMXCI pabOoTHMKaMH
cybbekra KU, oprana (opranusanuu) u (uiv) paGOTHHKAMM IPHBIEKaEMOTO
B COOTBETCTBHU c 3aKOHOATEIBLCTBOM Poccniickoit ®denepanuu
aKKpEIUTOBAHHOTO  WEHTpa  TOCYHNAapCTBEHHOH  CHCTEMBI  OOHapyXeHMs,
NPEAYNPEXICHUS ¥  JIMKBUIOAUMM  TIOCIHEACTBUH  KOMIIBIOTEPHBIX  aTak
Ha WHpOpMauHOHHEIE pecypchl Poccuiickoit Menepaunn (nanee — I'ocCOITKA)
WK OpraHHU3alliy, OCYLIECTBIAIOIIEH TUICH3NPYEMYIO JIeATEIHOCTE B 06/1acTH
3alIUTHl THOOPMALIHH.

6. B cpencrtBax I'ocCOITIKA nomxHa OBITH MCKIIOYEHA BO3MOXKHOCTD
HECaHKIMOHUPOBaHHOW Tmiepefayn obpabaTeiBaeMoil  HH(OpMalMK  JIHLAM,
He ABIAOIMMCs paboTHUKamu cy6wsekra KW, oprana (opranusauuu) u (uam)
paboTHHKaMH NPUBIEKAaEMOro B COOTBETCTBHM C 3aKOHOATEILCTBOM Poccuiickoil
@enepauuu  akkpenutoBaHHOoro neHtpa I['ocCOINIKA  wunum OpraHu3aluy,
OCYLICCTBIISIFOLLIEH  JIMIEH3UPYEMYIO  HNEATENIBHOCTH B  OONACTH  3allHTHI
MHpOpMaLUy.

B cnyyae Hanmmums B cpenctBax I'ocCOITKA ¢yHkumit MOHHTOpHHIa
TI0JIb30BATENIBCKON AKTHBHOCTH, INPEAYCMOTPEHHBIX IIPOM3BOAMTENIEM, NaHHEIE
(QYHKLMM TOJDXHBI pealn30BBIBATS BO3MOXKHOCTh NIPHHYIUTETBHOTO OTKIIOYEHHS
[I0JIB30BaTeJIEM.

7.B cpenctBax T'ocCOIIKA fomkHBI OBITh peanu3oBaHBl (YHKLHH

0€30IMaCHOCTH B COOTBETCTBHU C IIaBoii IX HacTosAlKX TpeboBaHMiA.

III. TpeGoBanus Kk cpeacTBaM 0GHAPYKEHUA

8. Cpencrsa o6HapyeHHS JOJDKHBL Pealn30BBIBATh CeAyIOIIHe DyHKLHHY:
cbop u mnepBUuYHas o0GpaGoTKa COOBITHI, CBA3AHHBIX C HapylIeHHEM
MHQOpMaloHHOH Ge3omacHocTH (mamee — cobbitns  UB), MOCTYMArOIIHX
OT ONEPAIMOHHBIX CHCTEM, CPEICTB W CHUCTEM 3aIlUTH MHPOPMALMH U CHCTEM
MOHHUTOPHHIA, B TOM YHCJI€ OT CPEICTB OOHApYEHHS BTOPIKEHHH, MEKCETEBBIX

JKpaHOB, CpeacTB IIpEAOTBpAILICHUA YTCUCK JAHHBIX, AHTHUBHPYCHOI'O




nporpaMmHOoro obecrneueHus (manmee — I10), TeneKOMMyHHMKAlHOHHOIO
o0opymoBaHHA, TPHKJIAAHBIX CEPBHCOB, CpEICTB KOHTpois (aHanH3a)
3aIHAIIEHHOCTH, CPEACTB YNpaBIeHHs TEJIeKOMMYHHUKAMOHHBIM 000pYAOBaHUEM
U CEeTSAMH CBS3M, CHCTEM MOHHUTOPHHIa COCTOSHHUS TEIeKOMMYHUKaIHOHHOTO
00OpYHOBaHHS, CHCTEM MOHHUTOPHHra KadecTBa oOCIyXKuUBaHHSA (#anee -—
UCTOYHUKH coOpiTuii UbB);

aBToMaTnyeckuii aHanmu3 cobpituii MIb U BBIABIEHHE KOMITBIOTEPHBIX
MHLUICHTOB,

IIOBTOPHBII aHAIN3 paHee 3aperucTpupoBaHHbIX coObITHil Ub 1 BhIABICHHE
Ha OCHOBE TaKoro aHaju3a He 0OHapyXEHHBIX paHee KOMITBIOTEPHBIX HHIUAECHTOB.

9. Ana ocymectBieHuss cbopa ©W mNepBHYHOA 0O0pabOTKH COOBITHIA
b B cpeacTBax oOHapykeHUs JOJDKHA OBITH pealn30BaHa BO3MOXKHOCTE!

yAaJieHHOTo U (WIH) JIOKaJIbHOTo c6opa cooniTuii Ub;

cbopa cobbituii Ib B HenpepslBHOM pexXnMe (QYHKIIHOHHPOBAHHA JTHOO
II0 pPacIHCAaHUIO, B CIy4ae MOTEPH CBA3M C MCTOYHMKaMM cobOwituit Ub — cpasy
T1ocjie €€ BOCCTaHOBJICHHS;

obpaboTku mnoctynatomux coObrtmit Ib M coxpaHeHHe pe3yNbTaToB
ux 06paboTkw;

coxpaHeHus HHpopMaruu o coOsITusx b, B TOM 4HCIie B HICXOOHOM BHE;

cObopa HH(pOpPMAaLMM HEMOCPENCTBEHHO OT HCTOYHHKOB coOwTHit B,
13 ¢aiinoB 160 NOCPEACTBOM areHTOB, pa3MELICHHBIX Ha OTACIBHBIX HCTOYHMKAX
coorsrtuii UB;

BCTPOCHHOM MOANCPXKKHM  Ppa3sIM4YHBIX HCTOYHMKOB cobwmituii Wb
¥ pa3pabOoTKU JOMOMHHUTEIBHEIX MOAYJIEH, TOCPECTBOM HCIIONIE30BAHMA KOTOPBIX
JOIDKHO oOecreyuBaThCsl IONydeHHe HWHGOpPMAIMH OT HOBBIX HCTOYHHKOB
cobnrtrii Ub.

10. ns  ocymecTBIeHHs aBTOMaTHdecKoro aHammza cobeitmit Kb
U BBIABIECHUS KOMITBIOTEPHBIX HHIUAEHTOB B CPEICTBaX OOHApyXeHWs NOJKHA
OBITH pean30BaHa BO3MOXXHOCTb:

or6opa u ¢puneTpanuu coosrtuii Ub;




BEIABJICHHS IIOCJIEOBAaTEIbHOCTEN pasHOPOAHBIX coObITHit Vb, MMerommx
JIOTHYECKYIO CBfA3b, KOTOpPbIE MOTYT OBITh 3HAYHUMEI IS BEISBJIEHHS BO3MOYKHBIX
HapylmeHud Oe30macHOCTH HHOopManuu (Koppemsauusi), ¥ oO6beAHHEHUS
OJHOPOIHEIX JaHHBIX 0 coObITHIX Wb (arperais);

BBISIBICHUS ~ KOMIIBIOTEPHBIX  MHIUIEHTOB, pPETHUCTPAlliM  METOHOB
(crioco60B) X 0OHApPYKEHUS;

KOppeJIALMY U1 paCIpeleNieHHBIX 10 BpeMeHH H (WIH) MeCTy
BO3HUKHOBeHUs coObITHii 1B;

KOPppeSIUM AJI ITocaeloBaTebHOCTH coOnITHil HB;

IIPOCMOTPa M PENAKTUPOBAaHUSA IMPABIWJI KOPPENALIHM, a TakkKe i
OOHOBJICHHMS U 3aTPy3KH HOBBIX IPABHUIT;

aBTOMAaTHYECKOI0 Ha3HaYeHHs NPHOPUTETOB coObTHMAM Wb Ha ocHoBaHMH
3a/1aBacMBIX I10JIb30BaTeJIeEM ITOKa3aTeleH.

11. Tns ocymecTsaenus MOBTOPHOTO aHAIH3a paHee 3aperMCTPHPOBAHHBIX
cobeiTuii b 1 BHIABICHHS Ha OCHOBE TAaKOTO aHAIM3a He oOHApYXEHHBIX paHee
KOMINBIOTEPHBIX HHIUAEHTOB B CpEACTBaX OOHApyXeHUs [OJDKHA OBITH
pealn30BaHa BO3MOXKHOCTh:

BBIABIICHHS  CBfi3€d M 3aBUCHMOCTell Mexay coOwitusmu  UB,
3apErMCTPUPOBAaHHBIMM B YCTAaHOBJIICHHOM HWHTEpBajlie BpPEMEHHM, M BHOBB
NOSBUBIICHCA  JI0OOM  JONMOJHUTENbHOM  uH(oOpMalMell, HO3BOJSIOMIEH
UACHTUPHUIHPOBATE KOHTPOJIUpYeMEIe MH(}OPMAIHOHHEIE pecypchl
(nanee — cpaBoyHas HHGpOpMaLus);

BBIABIICHUS  CBf3ed W 3aBUCHMOCTeH Mexnay cobermuamu  UB,
3aperMCTPUPOBAaHHBIMH B YCTaHOBJIEHHOM IIOJIb30BaTeieM HHTEpBalle BPEMEHH,
X HOBBIMH MIM  U3MEHEHHBIMH MeTojaMH  (crmoco0aMu) — BBIABICHUS
KOMIIBIOTEPHBIX UHITUIEHTOB;

BBIABICHUS  CBs3¢d M 3aBUCHMOCTeld  Mexmy cobeitusamMu Wb

U TNONy4YeHHBIMH paHee CBEJCHUAMH O KOHTPOIHPYEMBIX MH(DOPMALHOHHBIX
pecypcax U (WIIN) COCTOSHHH 3alMIEHHOCTH,

HaCTPOﬁKH ImapaMe€TpoOB NMPOBOJAUMOI0 aHAJIH3Aa,




IPOBEJECHH TIOMCKA He OOHAPY>KEHHBIX paHee KOMITBIOTEPHBIX HHIUIECHTOR
C HCHOJIB30BaHMEM HOBBIX METOJOB (CIOCOOOB) BBHISBIEHHS KOMIIBIOTEPHEIX
UHUUIECHTOB,;

XpaHEHHUs arperupoBaHHbIX coObITHIf Ib He MeHee 6 MecsLEB.

12. Cpenctea oGHapyxeHHS IOJDKHBI HMETh CepTHGHKAT COOTBETCTBHS
TpeGoBanusam OCBb Poccum k cpeactBaM oGHapyKeHHs KOMIBIOTEPHBIX aTak,
pa3pabaTeIBaeMbIM B COOTBETCTBUH C NyHKTOM 1.4 IlomoxeHHsS O cHcCTeMe
cepTHQMKAIMK CPEJCTB 3alUThl HH(GOpPMALMKH MO TPeGOBaHMAM 6e30MacHOCTH
ANl CBEACHHH, COCTABJIAIONIMX rOCYIapCTBEHHYIO TalHy (CHCTeMa cepTUGHKALUN

C3U-I'T), yreepxaenHoro npukazoM ®CB Poccuu ot 13 Hos6ps 1999 1. Ne 564!,

IV. TpeboBaHus k cpecTBaM IpeAyIpexIcHus

13. Cpenctea mpenynpexneHds IOJKHBL pealdu30BBIBATH  CIICAYIOIIME
byHKIHY:

cbop u 06paboTka cBeleHH 06 YSI3BUMOCTSX W HEJOCTATKaX B HACTPOIKe
I1O, a Taxxxe crpaBoYHO# HHPOPMAaLIKY;

NOJJIEP)KKA CTAaTHCTUYECKOHM M aHAIMTHYECKO# o00paboTKM nonyﬁaemoﬁ
MH(pOpMaIlUH;

¢GopMUpoBaHHEe PpEeKOMEHIALMif MO0 MHUHUMM3ALMH yrpo3 Oe30MacHOCTH
UHbOpMAIHH.

14. JInst ocywmecTBienus c6opa U o6paGOTKH CBeAeHHI 06 yA3BUMOCTSX
¥ HelocTaTKax B HacTpoiike 110, a Takke cnpaBoyHOH HH(OpPMaLUK B CPeACTBAX
NpeayNpexACHUs I0/DKHA OBITh peanu3oBaHa BO3MOXHOCTH c6opa U 06paboTKH
CIEAYIOIUX CBEJIEHU:

O MOTEHUMANIBHBIX U U3BECTHBIX YA3BMMOCTSAX M HEAOCTATKaX B HACTPOMKe
I1IO;

00 MHAWKATOpaX KOMITPOMETALUH;

o BpeaoHocHoM I10;

! 3apeructpuposan Mumniocrom Poccun 27 nekabps 1999 ., peructpaimonsbiii Ne 2028.




0 ToKa3aTeje JoBepHus (peryTallid) CeTeBBIX aapecoB, JOMEHHBIX HMEH,
CEPBEPOB DJIEKTPOHHOM MOYTHI, CEPBEPOB IOMEHHBIX HMEH;

O BIIAAEINbLAX CETEBBIX aJpecoB, JTOMEHHBIX UMEH, CEpBEPOB IJIEKTPOHHOM
IIOYTHI, CEpPBEPOB JOMEHHBIX HMEH,;

0 MECTOIMOJIOKEHHH H reorpadMIecKoi NpHHAIIEXKHOCTH CETEBBIX apECOB;

O KOMITBIOTEPHBIX CETAX, COCTOSAIIMX U3 YIPaABIAEMBIX C HCIIOJIB30BaHHEM
BpeZioHoCHOro IIO cpeAcTB BHIYHUCIUTENBHON TEXHUKH, BKIIOUask CBEACHUS 00 UX
YIPaBISIIOLINX CepBepax;

00 MHCTPYMEHTaX, O TaKTHKaX, TeXHHKax W MpOLeAypax HpOBeICHHS
KOMITBIOTEPHBIX aTaK.

15. s mopmepKKH CTaTHCTHYECKOM W aHAMTHYECKOM 06paboTKu
nosyvyaemMoid MHQOpPMALUM B CPeACTBaX MNpPEAYNPEXIEHHsS AODKHA OBITh
peann3oBaHa BO3MOXXHOCTbD:

aHaly3a M arperalid  CBEJCHMH, IIPeIyCMOTPEHHBIX IyHKTOM 14
Hacrbxmnx Tpe6GoBanmii;

xoppemsiuu  cobpiTnii b M BH3yanusauuM KOPPESLMOHHBIX CBS3eit
B hopMe rpados;

YCTAaHOBIICHUS  CTEINEHH  JOBEpHs K  HCTOYHHKAM  CBEIEHUM,
NPEeAyCMOTPEHHBIX IYHKTOM 14 Hactosmux TpeGoBanmii, a Taxxke KoHTpon;I
HX aKTyaJIbHOCTH.

16. Ui GopMHpOBaHHMA peKOMEHNALMH [0 MHHMMH3ALMH  yIpo3
GezonacHocTH HMH(OPMAIMKM B CPEACTBAX NPEHYNPEKICHHS [JODKHA ObITh
peanu3oBaHa BO3MOXKHOCTh BBIBOAA II0JIb30BATENIO IIEPEYHS aKTyalbHBIX Mep,
HalpaBICHHBIX HAa YCTpaHEHHE YSI3BMMOCTEH M HEIOCTaTKoB B Hacrtpoiike ITO,
HMCIIOJIE3YEMOro B KOHTPOJIUPYEMBIX MH()OPMALMOHHBEIX pecypcax, a Takke Mep,
HalpaBlICHHBIX HAa CHIKCHHE HETaTHBHBIX IOCIENCTBHH peaiu3alld¥ YIpos3
0€30IacHOCTH HH(pOPMAIMH.

17.Tlpn peanuszauum cBOMX GYHKUMHA B CpeACTBaX MpemyNpexIeHHs
JOJDKHBI OBITH peaTH30BaHbI:

NOJIEPXKKA aKTYallbHOCTH MpPEIOCTABIAEMBIX JaHHBIX IIyTEM IIPOBEPKH

HaIM4Usi OOHOBIICHUH B MCTOYHHKAX CBEJEHHUH, MPELyCMOTPEHHBIX IyHKTOM 14
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HacTrosAmmx TpebGoBaHmii, HE pexxe OOHOrO paza B 24 4Yaca M 3arpy3KM TaKuX
OOHOBJIEHUH TIPH UX HAJIMYUH,
NOJIePKKA CTPYKTYPHUPOBAaHHOM Nepeaull JaHHBIX KHOeppa3BeaKHy;
BO3MOXHOCTb MHTErpauuu u oOMeHa wuHpopMauued co CcpeiacTBamMH
OoOHapyXXeHUS U CpeICTBaMH JIMKBHIAIMM TIOCIEINCTBHN, a TaKkKe HaJIH4YHe

nporpaMMHoro uHtepdeiica nmpunoxenuii (API).
V. TpeGoBanus K cpeicTBaM JIMKBHAAIMH MTOCIEACTBHIA

18. CpenctBa  NHMKBHIALMK  TOCHEACTBUH  JOJDKHBI  pead30BHIBATH
cienyromue GyHKIUH:

y4eT ¥ 00paboTka KOMIBIOTEPHBIX UHIMIEHTOB;

yIIpaBlI€HHE IPOLECCAaMU pearpoBaHUS HAa KOMIIBIOTEPHBIE HHIIMIEHTHI
Y JIMKBUJALlUK MOCJIEJCTBUH KOMIBIOTEPHEIX aTak;

B3aumozelicteue ¢ HamuoHanbHBIM = KOOpAMHAIMOHHBIM  LIEHTPOM
10 KOMIIbIOTEpHBIM HHUKACHTaM (Janee — HKLIKW) nocpecTBOM HCIIOIB30BaHHUS
TexHUYecKkoi uHQpacTpykTypsl HKIIKH, npenHasHaueHHOM 17 OTIIPaBKH,
nony4eHusi, o6paboTKM M XpaHEHMS YBENOMIIEHHMII M 3alpoCcOoB B paMKax
HUH(OPMalIOHHOIO B3amMojeicTBHs ¢ cyObekramu KHM, a Takke ¢ HHBIMH
He sBpromuMucs cyorexramu KM opranaMu W OpraHu3aiisMH, B TOM 4YHCIIE
HHOCTPaHHBIMH M MEXIYHApPOJHBIMHU ;

MH(OPMALMOHHO-aHATUTHYECKOE COIPOBOXIEHHE I10JIb30BATEINCH.

19. lIng ocymecTBieHHs y4eTa B 06pabOTKH KOMIIBIOTEPHBIX MHIMACHTOB
B CPE/ICTBaX JIMKBHIAIIMY MTOCIEACTBUM OJKHA OBITH pealn30BaHa BO3MOXHOCTD:

CO3/1aHMs U U3MEHEHHUs (OpMaTM30BaHHBIX ONMCaHUl (Hajnee — KapTOYKa)
KOMITBIOTEPHBIX HHIKIECHTOB, OIPEAEICHUS TUIOB KOMITBIOTEPHBIX HHIMICHTOB,
ONpeAeNICHUsS  COCTaBa IOJIeM  KAapTO4eK  KOMITBIOTEPHBIX  HMHIHIECHTOB
¥ TpeGOBaHMH K WX 3alOJHEHHIO B COOTBETCTBHM C THIOM KOMIBIOTEPHOTO

HHIIUIEHTA;

'Tloanyukr 4.2 nynkra 4 IMonoxenns o HauuoHaabHOM KOOPAWHALHOHHOM UEHTPE NO KOMNBIOTEPHBIM
MHUMACHTaM, YTBEpXkAcHHOro mnpukasoM @CB Poccun or 24 wmroms 2018 r. Ne366 (3apeructpupoBan
Munroctom Poccun 6 centabps 2018 r., perrctpaunoHHsiit Ne 52109), ¢ U3MEHEHHAMH, BHECEHHBIMU MPHKa30M
©CBE Poccun ot 24 nexabps 2025 r. Ne 540 (3apermctpupoBan Mumioctom Poccum 25 nmexabps 2025 r.,
perucTpaunoHHeii Ne 84777) (nanee — ITonoxenne o HKIIKH).
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aBTOMATHYECKOTO CO3JaHWs KapTOYKd KOMNBIOTEPHOIO  HHIMIECHTA
Ha OCHOBE YBeIOMIeHHs 00 yrpoze 0e30macHOCTH HHGopManuu IuO0 IIpH
BhIsBIIcHNH coObITHsA 1B, B KOTOpOM cofiepKaTcs NMPU3HAKM KOMIIBIOTEPHEIX aTak
IJ1s1 KOHTPOJIUPYEMBIX NH(QOPMALHOHHBIX PECYPCOB;

¢opMHupOBaHUA 3alliCH O TEKyIeH CTaAuM TNpolecca pearHpoBaHUA
Ha KOMIIBIOTEpHbIE WHLMAEHTHI (CTagus mpHeMa COOOIIEHHs O KOMIIBIOTEPHOM
MHUM/EHTe, CTaaus c60pa NMEpBHYHBIX CBEACHHH O KOMIIBIOTEPHOM HHIHJCHTE,
CTafMs JIOKAIH3AIlMM KOMIBIOTEPHOr0 WHLUAEHTA, CTafius cOopa CBEIEHMH i
pacciieloBaHMs KOMITBIOTEPHOTO HHIMAEHTa) B 3aBUCHMOCTH OT THIA
KOMITBIOTEpHOTO HHI[U/IEHTA;

(GOpMHpOBaHUA 3alUCH O MPUCBOCHHH KaTETOPHH OMACHOCTH H (HIIH)
OIpefieTIeHHs] NPHOPUTETOB KOMITBIOTEPHBIX MHIUIEHTOB Ha OCHOBE KPHTEDHEB,
3aJjaBaeMbIX 110 3HAYEHHSIM I0JIei KapTOYeK KOMIBIOTEPHBIX MHIMICHTOB;

pEerucTpalyl 4 yyeTa KapTOo4eK KOMIIBIOTEPHBIX HHIUACHTOB;

¢GuUIBTpay, COPTUPOBKU U MOUCKA KapTOYEK KOMIBIOTEPHBIX HHIUACHTOB
TI0 3HAYECHHUSAM I10JIell KapToYeK;

0GBEIUHEHNS KapTOUeK KOMIIBIOTEPHBIX HHIIMIEHTOB HA OCHOBE KPUTEPHES,
HNPUMEHAEMBIX K 3HaYeHUAM IOJIeH KapTOUeK.

20. Ina  ofbecriedyeHuss  ynpaBlIeHHS  IIPOLIECCAMH  peardpoBaHUSA
Ha KOMITBIOTE€pHBIE MHITMAEHTH U JTMKBUAALUYN NOCIEICTBUI KOMNBIOTEPHBIX aTakK
B CpeICTBaX JINKBUAALUH [TOCIIECTBUI JOJDKHA OBITH pea30BaHa BO3MOXHOCTb!

BKJIIOUYEHUS B KapTOYKy KOMITBIOTEPHOrO HHIMICHTA IOMOTHUTEIBHBIX
CBEleHHH, CBS3aHHBIX C KOMIIBIOTEPHBIM HHIUACHTOM U 3aperuCTpUpOBaHHBIX
B Ipollecce€ pearupoBaHUS Ha KOMIBIOTEPHBIH MHIMIEHT M JIMKBUAALUH
IIOCIEACTBUI KOMIIBIOTEPHOW aTakd, B TOM YHCIIE COOOIMIeHUH ronB30BaTENeH
KOHTPOJIUPYEMBbIX HHGOPMALIMOHHBIX PECYpPCOB, CBENEHHMH O IPeJIpUHATHIX
NeHCTBUAX, TEXHUYECKUX [HaHHBIX, HEOOXOAMMBIX [UIS  paccilefIOBaHMA
00CTOSATENHECTB KOMITBIOTEpHOT'O HHIMIEHTA,;

Ha3sHa4eHHWsT MANS KAapTOYKH KOMIBIOTEPHOTO WHIMIEHTAa WHCTPYKIHUMH
II0 pearupoBaHHI0 Ha KOMIBIOTEPHBIH WHIMICHT, a TaKXKe 3aJaHHs MpaBHI HX

NPpUMEHHAMOCTH Ha OCHOBAaHHHU CBEACHUH O KOMIIBIOTCPHOM HHIUACHTE,
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bopMupoBaHHSI BJIEKTPOHHBIX cooOmIeHuit IS OpraHu3aluu
B3aUMOJIEHCTBHS M KOOPAUHAINH IeHCTBUI IO pearipOBaHUIO Ha KOMITLIOTEPHEIE
UHIUIECHTH] ¥ THKBUIALUY TIOCIEACTBUM KOMITBIOTEPHBIX aTaK.

21. JIna B3aumogpeiictBus ¢ HKIIKU B cpencTBax IMKBUAALUH IOCIEACTBAM
IOJDKHA OBITH peali30BaHa BO3MOXKHOCTb:

aBTOMATH3MPOBAaHHOro oOMeHa HH(opMammeil O KOMIBIOTEPHBIX aTakKax
U KOMIIBIOTEPHBIX MHIMJEHTaX B COOTBETCTBUU ¢ ompeneneHEbiMM HKIIKH
dopmatamMu  mOpencTaBieHMs ~ HHQOPMAUMH O  KOMIILIOTEPHBIX  aTakax
¥ KOMITBIOTEPHBIX MHUHAeHTaX B [ocCOITKA!;

aBTOMAaTH3MPOBAHHOIO IIOTyYEHHS B COOTBETCTBHH C OMpeJelleHHBIMU
HKIIKHA ¢opmaramu npencrasieHus uHpopMmanuu o6 yrposzax 6e30macHOCTH
MHGOPMALUH, B TOM YHCIIE O IPU3HAKAX KOMITBIOTEPHEIX HHIHJCHTOB;

ydyera  KapTO4YeK  KOMIBIOTEPHBIX HHLMIEHTOB B  COOTBETCTBHH
¢ unentudukamuerr HKIKH.

22. Ilpu OCYIIECTBIIEHUN HUH(OPMAIIMOHHO-aHATHTHYECKOTO
COIIPOBOXACHHS CPENCTBA NMKBUIALMH IIOCIEACTBHH IOJDKHBI pPEalU30BEIBATH
¢opmMupoBaHue BEIOOPOK JaHHBIX, OCHOBAHHBIX Ha 3HAYEHMAX MOJeH KapTouek
KOMIBIOTEPHBIX ~ WHLIUAEHTOB, YBEAOMJIEHHMH 00  aKTyalbHBIX YIrposax

OesonacHOCTH MH(OPMAIHH U CIIPaBOYHOM HHPOPMAITHH.

VI. Tpe6osanus x cpencrsam ITITKA B ceTsx 3J€KTpOCBA3H

23. Cpencrea IIIIKA B ceTsx OSJIeKTPOCBS3M [JOJDKHEI PEaH30BBIBATH
cienyrone QyHKIUH:

oOHapy)XeHHe NPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETH DJIEKTPOCBA3HU
N0 3HAYCHUSAM CIY)XeOHBIX IOJIeH IPOTOKOJIOB CETEBOr0 B3aHMMOAEHCTBHS,
a TaKXe OCYyLIeCTBICHHE cOOpa, HAKOMIEHMS W CTaTHCTHYECKOM 06paboTku
Pe3yJIbTaTOB TAKOT0 OOHAPYKEHHS;

oOHapyXeHHe B  CETH  JJIeKTPOCBA3M  MPHU3HAKOB  yMPaBIICHHS

TCIICKOMMYHHUKaIlTHOHHBIM 060py110BaHI/IeM;

Toanyukr 4.9 nynxra 4 TTonoxenus o HKILIKH.
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o6GHapyXeHHe U3MEHEeHUH MapaMeTpOB HACTPOEK TeEKOMMYHHKAIIHOHHOTO
000pyIOBaHHUS CETH NEKTPOCBA3M;

oOHapykeHHe H3MEHEeHUH ITapaMeTpOB HAaCTPOEK CHCTEM YIIPaBIIEHHUS
TeJIEKOMMYHHUKALMOHHBIM 000pYA0OBaHHEM U CETSIMH 3JIEKTPOCBS3H;

XpaHEeHHE KONMH CeTeBOro Tpaduka, B KOTOPOM OBUITH OGHApy>KEHEBI
IPU3HAKH KOMIIBIOTEPHBIX aTaK B CETH DJJEKTPOCBI3M W (WIHM) MPH3HAKH
YIPaBIICHHS TEIIEKOMMYHHKAIMOHHBIM 000pYIOBaHUEM, HE MEHEE 6 MECSIIEB;

aHaJIM3 ¥ 3KCIOPT (PparMeHTOB KOIHMH ceTeBoro Tpaduka, B KOTOpoM OBLIH
OOHapyXeHbl MpPU3HAKM KOMIIBIOTEPHBIX aTaK B CETH JJIEKTPOCBA3H W (WIIH)
IIPHU3HAKH YNPABIEHHUS TEIIEKOMMYHHKAIUOHHBIM 000pyI0BaHHEM;

yBefoMiieHHe o (akTax OOHApY>XCHHS IPU3HAKOB KOMIIBIOTEPHBIX aTak
B CETH 3JIEKTPOCBA3H W (WIIM) NPU3HAKOB YNPAaBIEHUS TEIEKOMMYHHKALIMOHHEIM
o0opyI0oBaHHEM;

yBenoMiieHHe O (akTax HapyHIeHHS pEeXHMOB (YHKIMOHHPOBAHMS
cpenctsa IIIIKA B ceTsix 3neKTpOCBs3H;

BO3MOXXHOCTh (POPMHPOBaHUSA MHGOPMALUH, IPETYCMOTPEHHON ITyHKTOM 5
Ilepeynss wuHQoOpMamuM, TIpeACTaBIAEMOM B TOCYHAapCTBEHHYIO CHCTEMY
OOHapyXeHHs, TNPEIyNpPeXNeHHS W JMKBUOALUH I[OCIEICTBAN KOMIIBIOTEPHBIX
arak Ha WHGOpMaLUOHHBIe pecypcsl Poccuiickoit @exmepanuy, YTBep)KI(éHHOFO
npukazoM ®CB Poccuu ot 24 mrong 2018 . Ne 3671,

24.B cpeacrBax IIIIKA npomkxeH OBITh NpeaycMOTpeH HHTepdeiic
(uHTepdelicel) nepenaur (parMeHTOB KOMHiA CeTeBOro Tpaduka, B KOTOPOM
OOHapy)XeHbl NpPU3HAKH KOMITBIOTEPHBIX aTaK B CETH OJJIEKTPOCBA3H M (MIIH)
OpU3HAKX YIpaBjieHHS TENCKOMMYHHKAallMUOHHBIM OOOpYyIOBaHHEM, a TaKXKe
pe3ynpTaToB cOOpa, HAaKOIJIEHMA M CTATUCTHYECKOH 00paboTKHM Takoi
HHpOpMAITHH.

VII. TpeboBanus k cpeactaam ITIIKA

25. Cpencrsa IIINKA n0mKHEI peaji30BbIBaTh ClIeAYIOIUe (PYyHKIHH:

obHapy>eHHe MPU3HAKOB KOMIIBIOTEPHBIX aTaK 10 3HAYEHHAM CIYKeGHBIX

! 3apeructpuposan Mumoctom Pocenn 6 centsaGps 2018 r., perucrpanyionHsiif Ne 52108,
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TI0JICH IIPOTOKOJIOB CETEBOTO B3aUMOJEHCTBUS, a TaKXkKe OCYLIECTBJeHHe cOopa,
HaKOIUIEHUSI ¥ CTATUCTHYECKOH 0OpabOTKU pe3ysIbTaTOB TAKOTO OOHAPYKEHHS;

XpaHeHHe KOMMi ceTeBOro Tpaduka, B KOTOPOM OBUIM OOHApyKEHBI
IIPU3HAKH KOMITBIOTEPHBIX aTaK, He MeHee 7 KaJIeHAapHBIX JIHE;

aHaJIM3 M SKCTIOPT (HparMeHToB KOMNuit ceTeBoro Tpaduka, B KOTOPOM OBLIH
oGHapy>XKeHEI IPU3HAKU KOMITBIOTEPHBIX aTak;

YBEIOMJICHHE O (aKTax oOHapyKE€HUs NMPU3HAKOB KOMITBIOTEPHBIX aTak;

yBeIOMJIEHHE O (aKTax HapyLIEHUs PEKMMOB (DYHKLUOHUPOBAHMS CPEACTB
IITIKA;

HajMyve wuHTepdelica (UHTepdeiicoB) mnepenayd (parMeHTOB KONMIA
ceTeBoro Tpaduka, B KOTOpOM 0OHAPyKeHBI IPU3HAKHA KOMIBIOTEPHBIX aTakK;

noyiydeHue uHpopManuu o6 uHAUKaropax kommnpomeranuu ot I'ocCOITKA
B LIEJIAX UX IPUMEHEHH 1151 0OHapyXEeHUs! IPU3HAKOB KOMIBIOTEPHEIX aTak.

26. Cpenctea  IHNIKA  1OmMKHBI  WMMETh  CepTHGHMKAT  COOTBETCTBMSA
TpeboBanussmM PCBb Poccunm k cpeactBam oGHapyXeHHMs KOMIBIOTEPHBIX aTak,
paspabaTbiBaeMBIM B COOTBETCTBUM C MyHKTOM 1.4 IlomoxeHus o cucreMe
cepTUHUKALMK CPeJCTB 3alUThl MHpOpMauMu Mo TpeGoBaHUSAM OGe30MacHOCTH
AJI CBEACHHUM, COCTABIAIOLIMX FOCYAAPCTBEHHYIO TaiHy (cHcTeMa cepTH(GUKAIUIH

C3U-I'T), yreepxaenHoro npukaszoM OCB Poccuu ot 13 Hos6psa 1999 r. Ne 564.

VIII. Tpe6oBanus Kk cpecTBaM 06MeHa U CPEACTBaM KPHITOrpadpuyecKoit
3aUTE HHGOpMalH, HeobXoauMoii cybbektaM KMH u opranam
(opranuzanysaM) Ipu 0OHapYXEHHH, NPELYNPEKACHUH
¥ (WJIM) JIMKBHIALMH IIOCJIECTBUM KOMITBIOTEPHEIX aTaK

27.B cpencteax oOMeHa [AOMKHA OBITH pealnu3oBaHA BO3MOXXHOCTB
nepefadd, npuemMa H ofecrevyeHa LENTOCTHOCTh NPH IMepelade M IpHEME
uHpopManuy, Heobxonumolt cybrektaM KU 1 opraHam (opraHusaiusM) mpu
OOHapy)XeHHMH, TMpeAyNpeXxaeHdd © (WIM) JIMKBHAAUMM  TOCIEACTBHIA
KOMIIBIOTEPHBIX aTak.

28. CpencrBa xpuntorpaduyeckod 3alMThl HHPOPMALHUH, HEOOGXOXUMOM

cyobekram KWW u  opraHaM (opraHusauusM) TpH  OGHapyKeHHH,
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HpenynpexXaeHud ¥ (WIH) JMKBUAAIMH IOCIEICTBUH KOMITBIOTEPHBIX aTakK,

JOJDKHBI OBITH cepTuduuuposansl ®Ch Poccun!.

IX. Tpe6oBanus k cpencreaM ['ocCOIIKA B 4yacTu peanusanuu
¢bynkuuit 6e30MacHOCTH

29. B cpeactBax I'ocCOIIKA B yact peanu3auud GyHKIMIA 6€30MacHOCTH
IOJDKHBI OBITH peaIM30BaHEbI:

UACHTU(DUKAIUS U ayTeHTH(anaﬁml TI0JIb30BaTeNei;

pasrpaHUYeHHe Npas J0CTya K HHGOpMaIui U QYHKIIHAM;

peructpauus cobpituii Ub;

0GHOBIIEHHE IIPOIPaAMMHBIX KOMIIOHEHTOB H CIIyX€OHBIX 6a3 JaHHBIX;

pe3epBHPOBAaHME U BOCCTAHOBJIEHHE CBOEH pabOTOCIIOCOOHOCTH;

CUHXPOHHU3allUsl CHCTEMHOI0 BPEMEHH M KOPPEKTHUPOBKA BPEMEHHBIX
3HaYeHUH (KOPPEKTHUPOBKa HACTPOEK YACOBEIX MOSICOB);

KOHTpONb nenoctHoctH [10.

30.Ilpy  ocymecTBleHHH  HICHTUQUKAUMH M  ayTeHTHPHKALHH
nonb3oBarenei B cpeacTsax 'ocCOIIKA nomkHEI OBITE pealn30BaHbl:

ayTeHTHMKALHs NOJIb30BaTelNell C HCIIOIb30BaHUEM Taposiei (B TOM YHCJIe
BPEMEHHOTO JEHCTBHUA) ¥ (MIIH) alllapaTHEIX CPEACTB ayTeHTU(PHKALIUH;

BO3MOXXHOCTb XpaHEHHUs Mapojied B IIHMGPOBAHHOM MIH XEIIHPOBAHHOM
BUJIE;

aBTOMaTHYECKOE HHYOPMHUPOBAaHKE O HEOOXOIMUMOCTH CMEHBI ITAPOJIEH.

31.llpu ocyumieCTBIEHHH pa3rpaHHYeHHs IIpaB NOCTYNAa K HHQpOPMAIMH
1 QpyuxuusaM B cperictBax 'ocCOITKA 10/KHEI GBITE peai30BaHbL:

noanepxka  QyHKUMH  CO3MaHMS, PpENAaKTUPOBAaHUA W  YAAICHHUS
TI0JIB30BATENIECKUX POJIEH U BO3MOXHOCTh HACTPOMKM IpaB JOCTYIA I KaKHAOH
poy;

BO3MOXHOCTb  OJIOKMpOBaHHMS CECCHM JIOCTYNa [PH IpeBHIICHHH

3a1aBaCcMOT0 3Ha4Y€HUsI BpPEMEHHOI'O IIeproaa OTCYTCTBHSA aKTHBHOCTH,

'Moanyukr 21 nynkra 9 IonoxeHus o ®enepansHoil ciyxbe GesomacHocTH Poccuiickoii denepauuu,
yTBepKAeHHOro Yxasom Ipesunenta Poccuiickoit ®enepaunu ot 11 asrycra 2003 r. Ne 960.
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BO3MOYHOCTb OJIOKMPOBaHMs M IOBTOPHO!M aKTHUBALMH yYETHBIX 3aIHCEH,;

GopMHpoBaHHe YBEIOMJIEHHH O HEyNa4YHBIX IMOMNBITKaxX  JOCTyNa
K ynpasieHuto cpeactsamu ['ocCOIIKA; |

3allACh BCeX JEHCTBMI TMOJB30BaTeell € MOMEHTa aBTOpH3AlLUHU
B DJIEKTPOHHEIH JXypHaJl.

32.TIpy ocymecTBieHuH peructpauuu cobpithii KMb B cpexcrBax
I'ocCOIIKA momkHBI OBITh peali30BaHbI:

BO3MOXHOCTh OmpefelieHHs IiepedHs coOeituii  Mb, mommexamux
PErHCTpaLliy, U XPaHEHHS COOTBETCTBYIOIIUX 3allUCEH B SJIEKTPOHHBIX JXKypHaax
C BO3MOXHOCTHIO KOPPEKTHPOBKH CPOKOB;

BO3MOXKHOCTh perucTpanyu [ (S18% (0111704 CBSI3aHHBIX
¢ ¢ynxuuonnposanuem cpeactB ['ocCOITKA cBeneHmit: HaeHTHQHKATOpa
HOJIB30BaTeNIs, BpPEMEHH aBTOPH3alMM, 3alycka (3aBepIieHHd) IpOrpamMM
M TPOLIECCOB, CBS3aHHBIX C peanm3anued ¢GyHKIHMHA O0e30IacHOCTH CPENCTB
TocCOITKA, KoMaHABI yIpaBieHHd, HeyOadHbIX IOMBITOK ayTeHTH(UKaNuy,
JAHHBIX 0 c00sAX W HencnpaBHOCTIX B pabote cpencts ['ocCOIIKA;

BeJlcHHEe JJIEKTPOHHBIX JKYypHAJIOB YYeTa TEXHUYECKOTO COCTOSHHS,
CoepKalllMX CJAEAyIOUIMe IIoJNA: HHGOPMAIHss O COCTOSHHH MHTepheHcoB
(moptoB), uH(popManus o6 ommbkax B pabGore cpencts I'ocCOIIKA ¢ mx
Klaccupukanueit, wmHPopManus o 3arpy3Kke H HHHNMAIM3alUH  CPEICTB
T'ocCOITKA 1 ux ocranoBke (s cpencts [ITIKA B ceTsx 31€KTPOCBSI3H);

3alIUTa AJIEKTPOHHBIX JKYPHAJIOB OT pENAKTHPOBAHHUS U YAAICHHS
comepaxamieiicsa B HuX nHpopManun (s cpencts [IIIKA B ceTSX 31€KTpOCBA3H);

aBTOMAaTHYECKOE YBEAOMJICHHE O 3alOJHEHHH 3JJIEKTPOHHOIO >XypHaia
M BO3MOXHOCTH €ro COXpaHeHHSI Ha BHEIIHEM HocuTele HHopMaImu
(nns cpencts IITIKA B ceTSX dIIEKTPOCBSI3H).

33.1Ipu ocymecTBieHHMH OOHOBIEHHS IPOIrPaMMHBIX KOMIIOHEHTOB
U ciy)eOHEBIX 6a3 naHHbIX B cpeactBax I'ocCOITKA mo/mkHBI OBITE peaM30BaHEL

BO3MOXHOCTh OOHOBJIeHHS Oe3 moTepu HHGOpManMu, HEOOXOIUMOH s
(QYHKIIMOHHPOBaHHUS CpPENCTB, a Takke MHQOpMALMM O KOMIIBIOTEPHBIX

HHIUAEHTaX U coOprTnax Ub;
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BO3MOXKHOCTh OOHOBJIEHHS TOJBKO IIOJIb30BATENIIMH, OTBETCTBEHHBIMH
3a ynpasienue (aqmunHucTpuposanue) cpeacts ['ocCOIIKA;

BO3MOXHOCTb BOCCTAHOBJICHHMs paboTOCIOCOGHOCTH B ciydae c6os
nporecca OOHOBIEHHS (B TOM YHCIE OCYIIECTBICHHE IIPEABAPUTEIBHOIO
Pe3epBHOro KOITMPOBAHMS U IIOCIeyIolIee BOCCTAHOBICHHE).

34, TIpy OCYIIECTBICHHH DE3ePBHPOBAHHA M BOCCTAHOBICHHA CBOEH
pabotocnioco6HocTH B cpeacTBax ['ocCOITKA nomkHBI 6BITh peann30BaHbI:

BO3MOXHOCTb CO3/[aHHA PE3epBHOIM KONWU KOHPHUIYyPALMOHHBIX JaHHBIX
Ha BHEITHEM HOCHTEIIE;

BO3MOXXHOCTB CO3JaHHA pe3epBHOi koruu 110 Ha BHELTHEM HOCHTEITE,

BO3MOKHOCTh CaMOBOCCTaHOBJICHHSA paboTocroco6HOCTH pH
OOHApYy)KeHHH KPUTHYECKMX OmHUOOK B mporecce GyHKIHOHHPOBAHUSA
(ms cpenct ITTTKA B ceTsiX 3JIEKTPOCBSA3H).

35.1lpu ocymecTtBieHMH KoHTpons wnenoctHoctd IIO B cpeacTBax
I'ocCOIIKA nosmkHBI OBITH peali30BaHbl:

nposepka 1enoctHoctH 10 u koHQUrypalMoHHBIX (aiioB NpH 3arpyske,
BO BpeMs (GYHKUMOHMPOBaHHWS M IO KOMaHAE INOJb30BaTeNls, OTBETCTBEHHOTO
3a ynpasienue (aqMuaucTpupoBanue) cpencTsoM ['ocCOIIKA;

BO3MOXHOCTh  ImTaTHoro  camorectupoBanuss IIO B mpomecce
(GYHKIMOHUPOBAaHUS,

PETUCTpaLUsA B 3JIEKTPOHHOM >XypHasle pe3ylbTaToB [POBEICHH KOHTPOJIA

uenoctaoctH I10.




