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06 YTBEP)KICHHUH IMopsnka
U TeXHUYeCKUX YCIOBHUH YCTaHOBKH

35 JKCILTyaTaluu CpE€ACTB,
NNpCIHa3sSHAYCHHBIX JJIA 06Hapy>Kerm, MRICTEPCTEO I0CTHIME POCCHUCKOR GEUEPATIHI
MPCAYNPEXCHILL M THKBHIAINMH IAPETHCTPUPGBAHO
IIOCJIEACTBUM KOMIIBIOTCPHBIX aTakK N
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H péarnpoBaHUsl Ha KOMIIbBIOTCPHEBIE

MHIMAEHTE, B  TOM  4YHCTeE et 5—%@42%’
T

CPEACTB, IpefHa3HAYeHHBIX  AJIA
IIOWCKa MPU3HAKOB KOMITBIOTEPHBIX
aTak, 3a HCKIIOYEHUEM CpEICTB,
NpeAHa3HadYeHHBIX IS IIOMCKa
IPU3HAKOB KOMIBIOTEPHBIX  aTak
B CETSX IIEKTPOCBSI3H, UCIIOIb3YEMBIX
IUId OpraHM3alMH B3aUMOJECHCTBHS
O0OBEKTOB  KPUTHYECKOH  HHGOOP-
MAaIMOHHOMN HHOPACTPYKTYPHI
Poccuiickoit ®enepanuu

B coorserctBUMM ¢ myHkTOM 10 uyactm 4 cTaThu 6 ¥ YacTBIO 5 cTaTeu 9
QenepanbHOro 3akoHa ot 26 wurons 2017 r. Ne 187-®3 «O 6GesomacHocTH
KPUTHYECKOH WH(OpMalMoHHON HWHPpacTpyKTypsl Poccuiickoi (De,ztepaunn»
u myHkTtoM 1 Vkasa IIpesunenta Poccuiickoit ®enepauun ot 22 pexabps 2017 .
Ne 620 «O coOBepIICHCTBOBaHHM TIOCYNAapCTBEHHOM CHCTEMBbl OGHApyKeHHs,
OpenynpexaeHus ©  JHMKBHIALMM  IOCIEACTBHM  KOMIBIOTEPHBIX  aTak

Ha nHQOpMalMOHHBIE pecypchl Poccuiickoit enepanum»




IIPUKA3LBIB A IO:

1. YTBepauts: |

1.1. Tlopsnok yCTaHOBKM M SKCIUTyaTalldH CPEICTB, NpeJHA3HAYEHHbIX I
0GHapy>KeHUsl, IPeNyPEXACHIA H IMKBUAALKMH IOCIEACTBHM KOMITBIOTEPHBIX aTaK
M pearvpoBaHMsA Ha KOMIBIOTEPHBIE HHUOHMAEHTBI, B TOM HYHCIE CpPEJCTB,
IIPEHa3HAYCHHBIX IS MOHUCKA NPU3HAKOB KOMIIBIOTEPHBIX aTaK, 33 HCKIIOYEHUEM
CPE/ICTB, PeAHA3HAYEHHBIX IS IIOMCKA IPU3HAKOB KOMIBIOTEPHBIX aTaK B CETSIX
JJIEKTPOCBA3H, HCIONB3YEMBIX [l OpraHU3alMM B3aMMOIEHCTBHS OOBEKTOB
KPUTHYECKOH HH(pOpMamroHHOH wuHbpacTpyKTypsl Poccuiickoit ®enepanuu
(upunoxxeHne Ne 1 x HacToseMy NPHUKAa3y).

1.2. Texuuyecknue yclIOBHA YCTAHOBKM M  OKCIUTyaTalldd  CpPEJCTB,
IpeHa3HAYEeHHbIX [JUI1 OOHAapyXeHHs, NpEAyNpexXIeHHs M JHUKBUIALNH
NOCNEJCTBUA KOMIBIOTEPHBIX aTaK M pEearupoBaHHS Ha KOMIIBIOTEPHEIE
WHIUICHTBI, B TOM YHUCJIE CPEACTB, NPENHA3HA4YE€HHBIX U IOMCKA IPH3HAKOB
KOMITBIOTEPHBIX aTakK, 3a HCKIIOUYEHHEM CPEeACTB, NpelHa3HAYEHHBIX AJA MOUCKA
INPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX 3MEKTPOCBA3H, HCMOJB3YEMBIX IS
OpraHM3allid  B3aUMOJACHCTBUA OOBEKTOB KPUTHYECKOH HHGPOPMaIMOHHOM
MHGpacTpykTypel Poccuiickoit ®enepanmm (npunokxernue Ne 2 x HaCTOSAILIEMY
[IpHKa3y).

2. Ilpusnate ytpatuBmmM city mnpukas ®CB Poccuu ot 19 wmrons 2019 r.
Ne 281 «O6 yteepxnennn Ilopsiika, TEXHMYECKHX YCIOBHH YCTAHOBKH
M SKCITyaTalHH CPEJICTB, pelHA3HAYE€HHBIX Il OOHapyKeHHS, PNy IPEKACHHS
M JIMKBUJALMH  IOCIHEACTBHHA  KOMIBIOTEPHBIX aTak H  pearupoBaHMs
Ha KOMIIBIOTEPHbIE HHIUIEHTEI, 3a UCKIIOUYECHUEM CPE/ICTB, MPEAHA3HAUYEHHbIX A
TIOMCKA NPH3HAKOB KOMIIBIOTEPHBIX aTakK B CETAX 3JIEKTPOCBS3H, HCIIONB3YEMBIX IS
OpraHM3alli¥  B3aHMOJACHCTBUS OOBEKTOB KPHTHYECKOH HH(OPMalMOHHOMN

HHPpacTpyKTyphl Poccuiickoit ®epepamum» ..

Hupexrop A .BopTtHuKOB

! 3apeructpuposan Mumioctom Poccuu 16 mons 2019 r., perncmauﬁonﬁmﬁ Ne 55285.




Ilpunoxenne Ne 1

K npukaszy ©®Cb Poccun
oT 26 mexabpsa 2025 r.
Ne 553

IMopsanok
YCTaHOBKHM Y IKCILTyaTalliH CPeJICTB, IPeIHA3HAYEHHBIX IS OOHAPYKEHMS,
OPEeAYNPEXACHHUS ¥ TUKBUAALMH ITOCIEACTBUH KOMIBIOTEPHBIX aTaK
U pEarupoBaHUs Ha KOMIIBIOTEPHBIE MHI[UIEHTHI, B TOM YHCJIE CPELCTB,

IIPEIHasHAYEHHBIX U1 MOMCKA IPU3HAKOB KOMIBIOTEPHBIX aTaK, 3a HCKIIIOYEHUEM
CPeACTB, NpEAHa3HAYCHHBIX JIJIA MIOMCKA IPU3HAKOB KOMITBIOTEPHEIX aTaK B CETAX

SJIEKTPOCBSA3H, UCIIONB3YEMBIX ISl OpraHHW3alliHl B3aUMOAEHCTBHSI 0OBbEKTOB

KpUTHYECKO! HHPOpMaLMOHHOH HHbpacTpyKTypsl Poccuiickoii Depepanuu

L. YcranoBska u aKCILTyaTanus CpeacTs, MpeJHa3HadYeHHbIX
1711 OOHaApY KEHUS, IPEAYNPEKAEHUS ¥ TUKBUAAIMH [IOCIeCTBHIA
KOMITBIOTEPHBIX aTaK U peardipoBaHus Ha KOMITBIOTEPHBIE MHLUICHTHI

l. YcranoBka M JKCIUIyaTalus  CpeACTB, NpeAHa3HAYeHHBIX I
OOHapyXeHHs, NpeAyHpexIeHHs M NUKBUIAOUH IOCIENCTBU KOMIBIOTEPHEIX
aTak W pearMpoBaHHMs Ha KOMIIBIOTEPHBIE MHUHUICHTHI (Oajlee — CpeAcTBa
I'ocCOIIKA), B ToM 4ucne B 6aHKOBCKOI chepe U B HHBIX cdepax ¢bUHaHCOBOTO
PBIHKA, BKJIFOYAFOT:

ompejeNieHHe  HEOOXONMMOCTH  yCTaHOBKM  cpeacTB  I'ocCOIIKA,
TpebyeMbIX CyOBEKTYy KDHTHYECKOH MH(MOPMALMOHHOMN UHPPACTPYKTYPHI
Poccuiickoit @enepanuu (nanee — KUW) unm oprany, opraHu3auuu, YKa3aHHBIM
B 4acTu 4 cratenm 9 DenepansHoro 3akoHa ot 26 mions 2017 r. Ne 187-@3
«O  0e30macHOCTM  KPUTHYECKOM  MH(OPMALMOHHOM HHPPACTPYKTYpPHI
Poccuiickoit @eneparvn» (nanee — oprad (opranuzaius);

YCTaHOBKY, HAaCTPO#Ky, NpOBEpPKYy paGOTOCIHOCOGHOCTH M MOIKIIOUYECHHE
cpeacts I'ocCOIIKA k undopmarmonusM pecypcam cybsexra KU mnu opraHa
(opranusamyn);

obecrneyeHye HeNpepsIBHO# paboThl cpenct [ocCOIIKA.




2. Cyosexkr KWW wunu opraH (opraHu3alys) OOIDKEH CaMOCTOATENIBHO
onpenenuts coctaB cpenctB I'ocCOITKA, HeoOXOOUMBIX €My AJA IOJHOLIEHHOTO
BBIMOJIHEHHS. MEPOIIPUATHH 10 OOHApYXEHHIO, IPEAYNPEXIECHUIO, JTHKBUIALMH
IIOCIEACTBHA KOMITBIOTEpHBIX aTak M pEeardpoBaHMIO Ha KOMIIBIOTEPHEIE
HMHIMIEHTHI B OTHOIIIEHHUH MPUHAJISKAIIUX eMy HHPOPMALlMOHHEBIX PECYPCOB.

3. Cyonsext KMU unu oprad (opraHu3anus) JOJDKeH 00€CIIEYUTh YCTaHOBKY
B MNpUHAHJIEXaluX eMy HHpOpMalMoHHbIX pecypcax cpenacts I'ocCOIIKA,
COOTBETCTBYIOIIMX TpeOOBaHMAM K CpEICTBaM, HpelIHaBHa‘IeHHBIM I
o6HapyeHHsl, MPEAYNPEeXAEeHUs M JIMKBUNALNK TOCIEICTBUH KOMIIBIOTEPHBIX
aTak ¥ pearnpoBaHHsA Ha KOMNBIOTEPHBIC MHIUACHTHI, B TOM YUCIE K CPEACTBaM,
IpeJHa3sHAYeHHBIM Ui IIOMCKa  INPU3HAKOB  KOMIBIOTEPHBIX  aTak,
yCTaHaBJIUBaeMbIM  (efepallbHBIM  OpPraHOM HCTIONHUTENBHOH  BIACTH,
YIIOJTHOMOYEHHBIM B obnactu obecrieyeHus GYHKIMOHUPOBAHHS
rOCYHApCTBEHHOH CHCTEMBI OOHapyXeHUs, NpPEeRyNpPexACHUI M JHKBHIAIMH
HOCEICTBHIT KOMITBIOTEPHBIX aTaKk Ha MH(QOpMaLHOHHBIE pecypchl Poccuiickoi
®enepamnn (ganee — I'ocCOITKA), Ha ocHOBaHMHM NMyHKTa 9 4acTtu 4 CTaTed 6
®enepanbHOro 3akoHa OT 26 wmrons 2017 r. Ne 187-03 «O OGezomacHOCTH
KpUTHYeCcKO# nHbopMalmoHHON HHOpacTpykTypsl Poccuiickoii deneparum».

4. YcTtaHOBKa, HacTpoiika, IpoBepka paboTOCIIOCOOHOCTH M MOAKIIOYEHHE
cpeacts I'ocCOIIKA k mHGOPMAaLMOHHBIM pecypcaM IIPOBOIATCSA CYyOBEKTOM
KMU wnu opraHoM (opraHusaimeil) caMOCTOATENBHO JHOO ¢ MpHUBIeHYEeHHEM
akkpenutoBanHoro 1eHTpa [ocCOIIKA winm  opraHu3anuuy, HMeEOLIEH
cornamenne ¢ OCBHb Poccum (HaunmoHambsHBIM KOOPAMHAIMOHHBIM IIEHTPOM
n0 KoMObIOTEepHBIM wuHUuAeHTaM (manee — HKIKW) o cotpynHmuecTse
(B3aumopeiicTBuu) B oOnacTd OOGHApy>KeHHS, NpeayNpexIeHUs U JIMKBHIALWU
IIOCJIECTBUA KOMIIBIOTEPHBIX aTaK M pearupoBaHUs Ha KOMIIBIOTEpHBIE

MHIUAEHTHI .,

'Moamyukr «r» mynkra 1 Vkasa Ilpesumenra Poccuiickoit ®exepaumu ot 1 mas 2022 r. Ne250
«O NIONONHUTENLHEIX MepaX No obecnedenuio HHGpopMalMoHHo Ge3onacHocTH Poccutickol ®enepamumy.




[IpoBeneHre  yKa3aHHBIX MEPONPHATHA He  JOIDKHO  IPHBOIHUTH
K HapylIeHUI0 (QYyHKIHOHUPOBaHUsA HHGOPMaHOHHBIX pecypcoB cybwexra KUN
WA opraHa (opranusanym).

5.B Teuenne 15 KalneHOapHBIX IHEeH co JHS 3aBEpIUCHHsS MEPOIPHUATHH,
yKa3aHHBIX B IyHKTe 4 Hacrosmero [lopsaka, cy6rekr KMM unum opran
(opranmsanus) qomkeH mpoundopmuposats 06 3ToM HKIIKH ¢ npencrapineHnem
nepedHs ucnoib3yeMsix cpeacTB I'ocCOITKA.

Cyosexkt KWW wnm opraH (opraHusanusi), KOTOPBIH ocymeCTBjIﬂeT
IeATEeNBHOCTE B OaHKOBCKON cdepe MU B HHBIX cdepax (PHUHAHCOBOTO PBHIHKA,
JOTIOTHUTEBHO JA0JDKEH MPpOMHGOPMUPOBATh B yKa3aHHbIH cpok bank Poccun.

6.B cmydae ecnu 1o pe3yibTaTaM pPacCMOTPEHHsS IPEACTaBICHHOM
cyorektoM KWW umu opranoM (opraHmzanueil) HHGOpMaLuH, YKa3aHHOM
B myHkte 5 Hacrosmero I[lopsgka, HKIIKM Gynyr o6Hapy:keHbl HapyIEeHHs
BEIMTONIHEHUA NyHKTOB 3 M 4 Hacroswmero Ilopsaka, HKIIKM B TeyeHue
30 xanmeHmapHBIX aHe# co RHSA IOJyYeHHUsl yKa3aHHOM HH(QOpMauuM AOJDKEH
HanpaBuTh cy6pexkTy KM unu oprany (opraHu3aiim) 3aMe4aHus.

7.Cyopbexr KWK wumm opran (opraHu3anus) JOODKEH YCTPaHHUTH
nonyyesHsle oT HKIIKM 3amedanus u HanpaBuTh HHOGoOpMamuoo 00 3ToM
B HKIIKU B cpok, He npessimaromuii 30 KalleHJapHBIX AHEH CO IHS MOJIYyYEHUS
3aMEYaHUuM.

8. Obecrieuenne  HempepsiBHOH  pabotel  cpeactB  ['ocCOITKA
OCYWIECTBNIIETCA B IeisiX OOHapyXeHHs, MpeAyNpeKIeHUs U JHKBHIALMHU
IOCNIEACTBHIA KOMIIBIOTEPHBIX aTak Ha MHGOpMaIMOHHbBIE pecypchl Poccuiickoi
Qenepauuy, pearHpoBaHHs Ha KOMIIBIOTEPHbIE MHIUAEHTHI M OCYINECTBICHHUA
HENPEPEIBHOIO BsanMozeiictsus ¢ [ocCOIIKA.

9.Cy6sext KWK wumm opran (opraHusaius) JAODKeH oOecneduTh
KPYIJIOCYTO4UHYI0O W Oecmepeboiinyto paboty cpeacts ['ocCOITIKA, a Taxxke
ONpeNeNTUTh MOPSIOK AOCTYNa K 3TUM CpPEeACTBaM M OCYHIECTBICHHS KOHTPOJLI

3a UX NPUMECHEHHUEM.




II. YcTraHoBKa B 3KCIUTyaTallus CpeCTB, NpeIHa3HaYeHHEBIX
IJ1st TIOMCKa MPU3HAKOB KOMITBIOTEPHBIX aTak, 32 HCKIFOYEHHUEM CPEJICTB,
IIpeIHa3HaY€HHBIX [ IIOUCKA IPU3HAKOB KOMIIBIOTEPHEIX aTaK B CETAX
3JIEKTPOCBA3H, UCIOJIb3YEMBIX It OpraHU3aI[MH B3aHMOIEHCTBHUA
o6nvexroB KU

10. YcTraHoBKka M 3KCIUTyaTanusi CpPelNCTB, IpeNHa3HAYEHHBIX JUIS IOHCKa
MPU3HAKOB KOMIIBIOTEPHEIX aTaK, 3a HUCKIIOYEHHUEM CPEJCTB, NpeJHA3HAYEHHEIX
Ul TIOMCKa [PHU3HAKOB KOMIBIOTEPHBIX AaTaKk B CETAX OJIEKTPOCBS3H,
UCTIONIB3YEMBIX JJI1 OpraHu3aluy B3auMopedcTBus obOwvextoB KU (mamee —
cpeactea IMIIKA), B Tom uucie B GaHKOBCKOM chepe W B MHEIX cdepax
(MHAHCOBOTO PHIHKA, BKIIIOYAIOT:

omnpeJieJeHre HeoOX0AUMOCTH YCTaHOBKH cpeacTs ITITKA;

ycraHoBKy cpencts [IIIKA, wux nopkimodeHWe K KaHajgaM CBS3H,
HeOOXOJMMEBIM /71 YNpaBJIeHUs U MoiydeHus nadopmauun ot cpeacts ITTIKA;

npHreM B dKcIutyaTtanuio cpeacts ITTIKA;

obecnedyeHne HelpephIBHOM paboTs cpeacts ITTIKA;

IIPOBEAACHUE TEXHHYECKOrO OOCIY)XUBAHHUS, 3aMEHY M JEMOHTAX CPEICTB
IITIKA;

obecrieueHue coxpanHoctH cpeacts ITTKA;

OCYIECTBJIEHHME MOHUTOPHHTa QyHKIMOHUpOoBaHus cpencTs [TTKA.

11. Heo6xonumocTs ycraHoBkM cpencts IIIIKA Ha wuH(OpMAaLUOHHEIE
pecypcel cybbexta KM unm oprana (opraumsaunuu) onpenensercs ®CB Poccuun
B COOTBETCTBUM C TyHKTOM 8 wyactu 4 cratem 6 @DenepansHoro 3akoHa
oT 26 utosst 2017 r. Ne 187-03 «O 6e30macHOCTH KPUTHYECKOH HHPOPMATHOHHO!
HH(bpaCprKfprI Poccuiickoit ®enepammmy.

12. [ins ycranosku cpencts IIMMKA ®CB Poccuu nomkHa HalpaBHTh
cybpextry KWW wumu  oprany (opraHusauuu) CIeAylomlyro HHGOPMALMIO
U JOKYMEHTEHI:

yBEIOMIICHHE O  HeOOXOIUMOCTHM  YCTaHOBKH  cpeictB  IITIKA
Ha HMHQOpPMalMOHHBIE pecypchl cy6bekta KWW wnu oprana (opraHmsanmm)
B LIeJIIX UX YCTOWYMBOIO (DYHKIHOHHPOBAHHUS NPHU MPOBEJECHUH B HX OTHOLIEHHH

KOMIIBIOTCPHBIX aTak,




ycnoBus oy pasMmentenus cpencts ITTKA;

dammus, umMs, ordectBo (npu Hammyuu) npeacrasurens PCb Poccun
WM HauMeHOBaHHe CTpyKTypHoro noapasaenenus PCb Poccun, 0TBETCTBEHHOTO
3a OpraHu3aluio pabor;

NpPOEKT perjiaMeHTa B3aWMOAEHCTBHA IO BOIPOCaM OOHapyXEHHMS,
NpeRyNpeXACHUs W  JHUKBUIALMH  TIOCHCACTBHM  KOMIIBIOTEPHBIX  aTak
(mayee — pernaMeHr).

13. Cyosext KM wim oprad (opranusanus) He nozgHee 10 xaleHIapHBIX
OHEH ¢ JaThl TONYYEeHHS YBEIOMJIEHHS, IpPEXyCMOTPEHHOro ITyHKTOM 12
Hactosmero [lopsuka, HOKeH onpeneluTh NODKHOCTHBIX JIML, OTBETCTBEHHBIX
3a OPraHMU3allHI0 B3aNMOAEHCTBUSA 110 BOIpocaM OOHApYKEHHS, IIpeAyNpeKICHH
Y JINKBUJIALIUH TTOCIIEACTBUI KOMIBIOTEPHBIX aTak.

14. Cyopexkr KWW wunu opraH (opramsanus) B Cpok He Ooinee
30 xaleHHmApHBIX AHEH ¢ MOaTel MOJMydYeHHS HHQOpMaIUH, IpeRyCMOTPEHHOH
nyHkToM 12 Hactosmero ITopska, noiokeH Hanpasuts B ©CB Poccum:

COIJIaCOBaHHEIN NPOEKT pEryIaMeHTa;

uHpopManuo 00 MHPOPMALUOHHBIX pecypcax, BKIIOYAMOILYIO OIHCAHUE
HHQPaCTPyKTypEl, XOCTOB, IIOJCHCTEM, CEPBHCOB, IOMEHHBIX HMEH, CPEJCTB
3aIIUTE HHGOPMAINH, TeJIEKOMMYHUKAIIMOHHOT'O 00OpYAOBAaHUS U €r0 HAaCTPOEK,
a TaKKe MpaBUJia MeXXCeTEeBOro SKpaHHPOBaH;

CTPYKTYPHO-(YHKIMOHAIBHYIO CXeMY HHQOPMALMOHHEIX PECYPCOB;

HMH(POPMAIIOHHO-AJITOPUTMUAYECKYIO MOJENh MH(OPMALMOHHBIX PECYPCOB,
BKJIIOYAIONIYIO TIPAaBHIA JOCTYIA K IOJACHCTEMAM M CEPBHCAM, MapIIpyTH3AILMIO
[OJIB30BaTeIel, paclpelelleHHe I[OJB30BaTelielt M0 MOJACeTsAM, HaIudHe
U PacroyioXKeHHe KOHTpoJUIepa JOMEHOB, HallM4he M PacHoOJOXKECHHE CEPBHUCOB
aBTOpPH3aLlMM  I[IOJIb30BaTeNiel, HaluuhMe BHPTYalbHBIX CeTel H  HX
MapUIpyTHU3aLHIo, HAJIM4Ke yJAIeHHOr0 OCTyNAa K MOJCUCTEMAaM U CEPBHCAM.

15. ®CBh Poccuu B TeueHwe 45 KajleHAAapHBIX JHEH CO IHS IOJNYy4YEHHS
NOKYMEHTOB M HHQOpMaLHH, NpeAyCMOTPEHHEIX ITyHKTOM 14 Hacrosmero

IMopsnka, mookHa ompenenuth Mecra yctaHoBku cpeicTB IIIIKA M HampaBHTH




cy6sekty KM wnu opraHy (opraHusanyy) YTBEp)KICHHEIH DYKOBOICTBOM
IlenTtpa 3amuThl uHbOpMaiu u cnenuansHoi cBasn OCBb Poccum pernameHt
¢ ykazaHHeM MecT ycTaHoBKU cpeacTB IITIKA uiHu 3anpoCHTE JOIOIHHTENBHYIO
MH(POPMALIHIO, HEOOXOMUMYIO AJIs OIpeneNeHus MecT yctaHoBKH cpencts ITTIKA.

16. Cy6wext KW wim opran (opranusanus) B TedeHrne 30 KaleHIapHBIX
OHEH CO MOHS IOJyYeHUS YTBEPKACHHOIO periaMeHTa IOJDKEH HalpaBUTh
yeenomienne B ®CB Poccum o cpoke HOATOTOBKM CBOMX HH(OPMAIHOHHBIX
pecypcoB s yctaHoBkd cpeacTtB IIIIKA B COOTBETCTBHH CO CTPYKTYpHO-
(GYHKIIMOHAJIBHON cXeMOH MHGOPMAlMOHHBIX PECYpCOB. YKa3aHHBIA CpPOK
He [JOJDKeH mpeBhIIarh 6 MecsilleB CO J[HS HalpaBle€HHUs YBEIAOMIICHHS,
IPeAyCMOTPEHHOI0 HACTOAIIUM ITyHKTOM.

17. YcranoBka cpeacts IINIKA ocymecTBisercs cUilaMH U >CpeI[CTBaMI/I
®CB Poccun Ha 6e3B03ME3THONH OCHOBE.

18.Ilpuem B  oskcmryataumto cpeactB IINIKA  ocymecTBiusercs
mocje BHINONHEHUS TpeOoBaHuii myHKTOB 12— 16 Hactosmero Ilopsnka
HasHauyeHHOH cyObekroM KWW wunm opraHom (opraHuszaieil) KOMHCCHeH
no npueMy cpeactB IIIIKA B skcmtyaranuio (manee — xommccus). B cocras
KOMHCCHH BKJIIOYAIOTCA COTPYAHHKH cyObekTa KWW mim opraHa (opraHu3aIiu)
u npeacrasutenu ©Cb Poccun (1o coritlacoBaHuIo).

19.B xome npuema B »skcmumyatanuio cpencts IIIIKA mposepstorcs
TEXHHYECKUE YCIOBHS YCTAHOBKM M OKcIuryataruu cpencts  IIIIKA,
IIpelyCMOTPEHHEIE NpHIoKeHHeM Ne 2 K HacTosIeMy IpUKasy.

20.Tlo pesynpratam mnpueMa B odkciuryatanuio cpeacts IITIKA
B COOTBETCTBHH C ITyHKTOM 19 Hacrosmero Ilopsnka ogopmisercss akT IpueMa
cpencts IITTKA B akcIuTyaTaluio, B KOTOPOM yKa3bIBalOTCA:

HanMeHOBaHNe UH(OPMaIIHOHHOTO pecypca;

nata npueMkHu cpeacts I[TTTKA B skcmtyaranuzo;

dbamMunun, uMeHa, oTYecTBa (IPH HAIMYHH) ¥ JODKHOCTH YJICHOB
KOMHCCHY;

cocTaB U cepuiiHbie Homepa cpencTs I[1IIKA;




pe3yJibTaT MPOBEPKH BBINOJHEHUS TEXHHYECKHX YCIOBHH YCTaHOBKH
u oKcIutyarauuu cpeacts IITTKA;

PEKBU3HTHI yTBEPXKIEHHOTO perilaMeHTa.

21. Akt nmpuema cpeacts IIIIKA B skcruryatanuio MOAMHCBIBAETCS BCEMHU
4jJeHaMHd KOMHCCHH H XpaHutcs y cyobekra KM wmm opraHa (opraHu3aiuu).
Konus ykasannoro akra Hanpasisierca B @Cb Poccun B Tedenne 7 KajleHAapHBIX
IHeH co XHS ero opopMIIeHHS.

Cyopext KWW wnm opran (opraHu3anus), KOTOPBIH OCYINECTBIAET
neﬂTenLHoéTL B GaHKOBCKO#H cdepe u B MHBIX cdepax (PHHAHCOBOIO PBIHKA,
OOTONHUTENIFHO JOJ/DKEH HampaBUTh Komuio akta mpuema cpencts ITIKA
B OKCILTyaTalMIio B yKa3aHHBIN cpok B bank Poccun.

22.Cyobektr KMM wumum oprad (opraHu3anus) OODKEH 00ecneduThb
HENpephIBHYI0 paboTy cBoedl UWHGOpPMAIMOHHON HHQPPacTPyKTYphl  AJs
KoppekTHO#t paboTsl cpencts I[TITKA.

23. Okcnnyatauus cpencts IIIKA ocymectsisercs @Cb Poccun.

24. HempeprIBHOCTh  (QYHKIIMOHHPOBAaHUSA B KPYIJIOCYTOYHOM pEXHAME
1 coxpaHHocTh cpeactB ITIIKA obGecneunBarorcs cyorekrom KM umm opranoM
(opranuzanueil) caMOCTOATENHHO ITyTeM COOJIONEHHS TEXHUYECKUX YCIOBHHU
yCTaHOBKM ¥ okcmmyaraud — cpeacts  IIMMIKA,  mpeayCMOTpEHHBIX
npuwioxenreM Ne 2 K HaCTOSMIEMY IPUKa3y.

25. Texunueckoe obcmyxxuBanue cpeacts [ITIKA nposoautcs ®CB Poccun.

26.Cyopekr KWW wim opran (opraHusaius) He MeHee UeM
3a 7 KaNeHIapHBIX AHe! 10 AHSA Hadala MpoBeleHUs B CBoei MH(OpMaLHOHHOR
HHOPACTPYKType IUIAHOBEIX paboT, KOTOphIE MOTIyT IOBIIE€YH HapymeHHe‘
¢ynxumnonupoBanusa cpeacts [MIKA, nomxen ysegomutrs @Cb Poccuu o cpokax
U NTPOIOJDKUTENIHOCTH IIPOBEIEHNs YKa3aHHBIX IUIaHOBBIX paboT.

27. 3amena cpeactB IIIIKA ocymectBnsercs ®Cb Poccum B ciydae
HapyleHHs WX GYHKLIHMOHHPOBAaHUS WIH HE0OXOJUMOCTU UX MOAEPHHU3ALMH.

28.Ilocne 3amensl cpemcts IINIKA ocymecTBiasercs HX HOpUEM

B OKCIUTyaTalMIO B COOTBETCTBUU ¢ ITyHKTaMu 18 — 21 HacTosuero ITopsiaka.
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29. lemontaxx cpeacts IIIIKA mpoBoautcas PCb Poccun B ciydae
HeoOXoAuMOCTH W3MeHeHHs MecT YycTaHoBKM cpencts I[IIIKA, B cBasu
C peopraHu3aluei, JUKBUAAIMEH WIN TNpeKpalleHHeM AeSTelIbHOCTH CyOBeKTa
KWWY wnu oprana (opranusauuu), wim o pemenuto @Ch Poccuu.

30. B ciyyae He0OXOAMMOCTH U3MEHEHHs MecT ycTaHOBKHU cpenct IITIKA
nemoHtax cpeactB IIIIKA  gomkeH NpOBOAUTBCA IIOCHIE  BBINOIHEHHS
MEPONPHUATHH, IPEeyCMOTPEHHBIX MyHKTaMH 12 — 21 nacrosmero ITopsnka.

31. JemonTax cpencts IIIIKA B cBsi3su ¢ peopraHu3anuel, JHUKBUAAIHEH
WK TpeKpalleHneM JaestenbHocTd cyobekta KWW unu oprana (opraHu3anvu)
IpoBoAMTCs B CpokH, coriacoBaHHeie ¢ @OCBb Poccun, HO He mo3aHEe
yeM 3a 45 KajeHAapHBIX JHEH [0 AHA 3aBepLICHHs peopraHU3allvi, JUKBUAALUU
WK IpeKpameHns aeatebHocTd cyobexkta KM wnm oprana (opraHu3aiui).

32. lemonTtaxx cpencts IIMIKA no pemenuto ©Cb Poccun mpoBoautcs
B CPOK, He npeBblmaromuil 30 KajleHIapHbIX JHE# co ITHSA YBeAOMIIEHHS CyOBeKTa
KWW nnu oprana (opraHd3alyy) 0 OpHHATHH TaKOro PeLICHHS.

33. o pesymnsratam gemoHTaxa cpeacts IITIKA ®CB Poccun u cyOBeKT
KHNH nmm opran (opraHusanysi) JODKHBI COCTaBUTH aKT O JEMOHTa)Xe CpPelCTB
ITIKA B AByX 3K3eMIUIApax, 110 OOHOMY JUIi KaXXIOi W3 CTOPOH, B KOTOPOM
YKa3bIBAIOTCH:

nojHoe HauMeHoBaHue cyobekta KU wiu oprana (opraHu3aliy);

nata aeMoHraxa cpencts IIIKA;

damuimus, uMs, otdectBo (mpu Hamuuuu) npencraButes PCB Poccun
u cy6pexta KM win oprana (opranu3alyi);

Mecta ycraHoBKM cpeactB [IIIKA (ampec, moMmemieHwne), B OTHOIUEHHH
KOTOPEIX IIPOBEICH AEMOHTAX;

cocTaB M cepuiiHble Homepa cpeAcTB II[IKA, B OTHOmEHHM KOTOPBIX
IIPOBECH IEMOHTAX;

PEKBU3HTHI YTBEPXKIEHHOTO perjlaMeHTa.

34. Monutopurr ¢yHkuuonupoBanus cpencts I[IIIKA ocymectBusercs

@®CB Poccu B KpyITIOCYTOYHOM peXHMeE.
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ITpunoxenue Ne 2

k mpukasy ©Cb Poccun
oTr 26 pexabpa 2025 r.
No 553

TexHuueckue ycroBus
YCTAHOBKH ¥ 3KCILTyaTal[lii CPEACTB, MpeAHa3HAaYeHHbIX A7 0OHapyKeHHUS,
IpenynpexAcHHs U TUKBUAIMH ITOCICACTBHI KOMIIBIOTEPHEIX aTaK
U pearupoBaHWs Ha KOMIBIOTEPHBIEC HHIIUAECHTEI, B TOM YHCIIE CPECTB,

IIpeiHa3Ha4EeHHBIX IS [IOUCKA MPU3HAKOB KOMITBIOTEPHBIX aTaK, 3a HCKIIOYEHHEM
CpEICTB, ITpeAHa3HaYE€HHBIX JJIS TOUCKA IPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX

QIIEKTPOCBSI3H, UCIIOJIb3YEMBIX I OpraHU3alluy B3aMMOJAEHCTBUSA 0OBEKTOB

KpUTHYECKOH HHpOpMaIMoHHOH HHpacTpykTyps! Poccuiickoif ®enepanuu

1. Texauueckue YCIOBHS YCTAaHOBKM M  JKCIUIyaTallud  CpEACTB,
IpeAHa3sHaYeHHBIX JUIs OOHapyXXeHHs, MpeaynpexAeHHs U JHUKBHAALUHU
NOCIEACTBUA KOMIBIOTEPHBIX aTak W peardpoBaHHs Ha KOMIIBIOTEPHBIE
uHIuAeHTH (nanee — cpenctsa ['ocCOITKA), B ToM umciie B GaHKOBCKOH cdepe
U B UHBIX cpepax HGUHAHCOBOTO PBIHKA, BKIIOYAIOT:

BBINIOJIHEHUE TpeOOBaHUN SKCILTyaTal[MOHHOW OKYMEHTAllUH K CpeICTBaM
T'ocCOIIKA;

obecrniedeHre pa3rpaHHYEeHHS UM KOHTPONS JOCTyHa K CpeACTBaM
I'ocCOIIKA;

obecneuenne OGecnepeOoitHbIM dnekTpornutaHueM cpeacTB "ocCOIIKA,
NO3BOJIAIOIIMM B CIOy4asX aBapUHHOTO  OTKIIOYEHHS  DJIEKTPOIHEPIHH
nogaepxkuBath paboty cpenctB I'ocCOIIKA B TekymeMm pexuMe HWIH
OCYIIECTBUTh IPaBUJILHOE (KOPPEKTHOE) 3aBepIlIeHHe MX paboTel ¢ peayu3aiyen
(YHKIIMM aBTOMaTHYECKOTO OIIOBELICHHUS JIUI], OTBETCTBEHHBIX 32 DKCILIyaTallHio
cpencts 'ocCOIIKA. |

2. TexHudyeckue YCIOBHS YCTAHOBKM M  DKCIUIyaTallHd  CpPEACTB,
npeAHa3sHaYeHHEIX JUIs IIOMCKa IPU3HAKOB KOMITBIOTEPHEIX aTakK, 32 HCKIIOYEHHEM

CPEACTB, IIPpeAHA3SHAYEHHBIX IJIA IIOMCKA IIPHU3HAKOB KOMIIBIOTEPHBIX aTaK B CCTAX
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SJIEKTPOCBA3H, HCIOJB3yEMBIX JJS OpraHU3allud B3auMMOJEHCTBHA OOBEKTOB
KpUTHYECKOH HHGOpPManMOHHOH HHOpacTpykTypsl Poccuiickoit ®eneparmu
(nanee — cpexctsa IMITIKA), B ToM uncie B 6aHKOBCKO# ctepe U B HHBIX cepax
(MHaHCOBOTO PHIHKA, BKIFOYAIOT:

OIpeJielIeHHe MECTa JUIs YCTAaHOBKM M HEMPEPHIBHOM SKCIUTyaTallUl CPEJCTB
IITIKA B KpyriaoCyTOYHOM peXHME;

KOHTPOJIb M OrpaHMYeHHe (H3MIECKOro IOCTyNa IepcoHalla K CpeacTBaM
IIITKA B nensax oGecrieueHUsI HX COXPAaHHOCTH;

BBIICTICHHE MaplIpyTHU3UpyeMbiX I[P-azpecoB u mnopximodeHHe CpeacTB
ITIKA x xaHanam cBs3H, Heo6xogumeM @CB Poccun m1s ynpasineHus ¥ oOMeHa
JaHHEIMU co cpeactBamu ITT1IKA;

noakmoueHue cpeacts IINIKA x nuHMSAM CBS3H, 3a HCKIIOYEHHEM ceTeif
QJIEKTPOCBA3H, Ye€pe3 KOTOpBIE OCYIIECTBIAETCS B3aHUMOAECHCTBHE OOBEKTOB
KpuTHIecKo# HHbopMarmoHHoM HHbpacTpykTypsl Poccuiickoit ®enepanyy;

obecrieuenne GecrmepeGoiHEIM  dneKkTponuMTanveM cpeacts  IITTKA,
NO3BOJIAIOIIMM B CIy4YadX  aBapUHHOTO  OTKJIIOYEHHS  3JIEKTPOIHEPTHUH
noanepxuBaTh pabory cpencts ITTIKA B TekymeM pexXuMe HIM OCYIIECTBHTH
NpaBUIBHOE (KOPPEKTHOE) 3aBepIleHHe WX paboThl ¢ peanmsamuedl (yHKIuHM
aBTOMaTHYECKOTO OIIOBEIEHMs JIML, OTBETCTBEHHBIX 3a JKCIUTyaTaI[Hi0 CPEJCTB
IIIIKA; |

NoAepXKaHHe TEMIIEPATyphl U BIAXXHOCTH BO3/yXa, B MpeAeiaax KOTOPhIX
MOXET OCYHIECTBIATECA 3KcIryatanus cpeacts IINIKA (B coorBercTBHH

C 9KCIUTyaTallMOHHOM TOKyMeHTamuel Ha cpeacTsa [TITKA).




