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uHbpacTpykTypsl Poccuiickoit ®@emepaunn» u myHkrom 1 Vkasa [Ipesunenra
Poccuiickoit ®@enepanuu ot 22 nexabps 2017 r. Ne 620 «O coBeplIeHCTBOBAaHHH
rOCyNapCTBEHHON CHCTEMBbI OOHAapY)XXEHHUsS, NpPEAYNpEeXIEHHUs U JIHKBUAALUH
NOCICACTBUH  KOMIIBIOTEPHBIX  aTaKk Ha  MHGOPMAIIMOHHBIE  PECYPCHI

Poccuiickoit ®enepammm»

IIPUKA3LBIBAIO:

1. VTBepnurte npunaraemsri ITopsgok OCYIIECTBIEHHS HENpPEPHIBHOTO
B3aUMOJEWCTBHS CyOBEKTOB KPUTHYECKON HH(MOPMAHOHHON HHGPACTPYKTYpPHI
Poccuiickoit ®enepaiun, KOTOPEIM Ha IpaBe COOCTBEHHOCTH, apeHAbl HIM HMHOM
3aKOHHOM OCHOBAaHHH IIPUHAIUIEXAT 3HAa4MMble OOBEKTHI KPUTHYECKOH .
MHQOpMaMOHHOX  MHOpacTpykTypsl Poccuiickoii Memepanuu, a TaKxke
pyKbBonnTeneﬁ OpraHOB M OpraHU3alfii, Ha KOTOPHIX BO3JIOKEHHI OOI3aHHOCTH,
IpeyCMOTPEeHHEIE YacThIO 4 cTaTthu 9 MenepanbHOro 3akoHa ot 26 urons 2017 .
Ne 187-®03 «O 6e3omacHOCTH KpHTUYECKOH MH)OPMALUOHHOM MH(PPACTPYKTYpHI
Poccuiickoit ®enmepanyn», ¢ TOCyJapCTBEHHOM CHCTEMOM OGHapyXeHHs,
NPEAYNPEeXKACHUA W JHKBUJAIMM  ITOCACACTBHA  KOMIBIOTEPHBIX  aTaK
Ha nHGOpMalHOHHEIe pecypchl Poccuiickoit Deneparmn.

2. Hacrosimuii npuxas Bctymaet B cuity ¢ 30 suBaps 2026 .

Hupexrop A.BopTHHKOB




YTBepKIeH
npukazoM @CB Poccun
or 25 mexabopa 2026r.

Ne 548

Iopsanoxk
OCYIIECTBJIEHHUA HENPEPEIBHOIO B3aUMOAEHCTBUS CyOBEKTOB KPUTHYECKOM
HHpOpMalMoHHOH HHGpacTpyKTyphl Poccuiickoit Genepalyu, KOTOPEIM Ha IIpase
COOCTBEHHOCTH, apeHBI WM HHOM 3aKOHHOM OCHOBAHWH IPUHAIEXKAT 3HAUUMBIC
00BEKTHl KpUTHYECKOH HH(bOPMAIIMOHHON HH(PACTPYKTypBI
Poccwuiickoii @enepanuy, a Takxke pyKOBOJUTENEH OPraHOB M OpraHU3alui,

Ha KOTOPBIX BO3JI0JKEHEI 003aHHOCTH, IPEAYCMOTPEHHBIE YaCTHIO 4 CTAThH 9
®enepanbHOro 3akoHa ot 26 urons 2017 r. Ne 187-®3 «O GesonacHoCTH
KPUTHYECKOH MHPOPMalMOHHOM HHbpacTpyKTyphl Poccuiickoii ®enepanun»,

C rOCYIapCTBEHHOM CHUCTEMON 0OHapyXeHU, NPELYNPEXASHUA U JIMKBHIALMH
TNIOCJIEICTBUA KOMITBIOTEPHBIX aTak Ha HHQOPMAIMOHHBIE PECYPCHI
Poccuiickoit denepanuu

1. HenpepriBHOE B3alMOJIEHiCTBUE CyOBEKTOB KPUTHYECKOH
HH(QOpPMAaIOHHOM HHPPaCTPYKTypHI Poccuiickoii Denepanyn
(manee — xputHyeckas MHGOPMAIHOHHAs HH(PACTPYKTypa), KOTOPEIM HA MpaBe
COGCTBEHHOCTH, apEH/IB] WM MHOM 3aKOHHOM OCHOBAHHH IIPUHAJJIEXAT 3HaYUMbIe
OOBEKTHl ~ KPHUTHYECKOM  HHQOPMAauUMOHHOW HH(PACTPyKTypH, a TaKxe
PYKOBOZUTEICH OpraHoB M OpraHM3aLMi, Ha KOTOPBIX BO3JIOXEHB! 00S3aHHOCTH,
NpeayCMOTpPEHHBIE YacThio 4 cTaThl 9 PenepanbHOro 3akoHa ot 26 urons 2017 .
Ne 187-@3 «O 6e3omacHOCTH KpUTHYECKOH HMHGOPMALMOHHON MHMPACTPyKTYpHI
Poccuiickoit ®exmepanuu» (ganee — pPYKOBOJAUTEIH OpPraHoB (OpraHusaumii),
C TOCYAAapCTBEHHON CHCTEMOH OOHapy)KeHUs, TPeIyNpexAeHHs M JIMKBHAALMA
MOCIEACTBUI  KOMIBIOTEPHBIX  aTaKk Ha  HMH()OpPMAIMOHHBIE  PECYPCHI
Poccuiickoit  ®enepanuu  (nanee — T'ocCOIIKA) ocymecTBaseTca uepes
HanuoHaJIbHBI KOOPAMHALMOHHBIA ILIEHTP I10 KOMIBIOTEPHEIM HHLMJCHTAM
(manee — HKIIKW) nocpencTBOM MOAKTIOYEHHS K TEXHUYECKOH HHPPACTPYKType
HKIIKH, npenHasHa4yeHHOH IUIs OTIpPABKH, NMOJy4eHHs, 06paGOTKH U XpaHeHHs
YBEAOMJICHHI M 3allpoCOB B paMKaX HH()OPMALHMOHHOTO B3aMMOAEHCTBUS

C CyOBeKTaMH KpHUTHYECKOH HHOOPMALMOHHOW HH(PACTPYKTYpH, a TakKe
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C HHBIMH HeE SABIMIOIIMMHUCA CYOBEKTaMH KpUTHYECKOH HHGOPMAIMOHHOMN
UHQPACTPYKTYphl OpraHaMH W OpraHH3alsMH, B TOM YHCIIE€ HHOCTPAHHBIMH
¥ MeXIYHaponHbsIMHU' (1anee — Texundeckas uadpactpykrypa HKLIKH).

2. HenpepbiBHOE B3aMMOJAEHCTBUE OCYHIECTBIISIETCA B LEJIAX HaMpaBlICHUA
cyObekTaMu KPHTHYECKON MHQOPMALIMOHHOX ~ HMH(PACTPYKTYpHI
¥ pPYKOBOAMTENAMM opraHoB (oprammsanmii) B HKIIKU uHbOpMammu
O KOMIBIOTEpHBIX aTakaXx ¥ KOMIIBIOTEPHBIX HMHIMIEHTaX, CBSI3aHHBIX
C HapyleHHeM GYHKIIMOHUPOBaHUS NPUHAISKAINUX UM Ha npa_Bé coOCTBEHHOCTH,
apeHpl WJIM MHOM 3aKOHHOM OCHOBaHHMU 3HAYUMEIX OOBEKTOB KPUTHYECKOM
HHQOPMAIMOHHOM  MHOPAaCTPYKTYphl HJIH  HHQPOPMALMOHHEIX  pPECYpPCOB
Poccuiickoii ®epepanyu (nanee — uHpopMauus O KOMIIBIOTEPHBIX aTakax
¥ KOMIIBIOTEPHBIX WHLMJEHTAaX), U pearipoBaHUsI Ha KOMIBIOTEPHBIC MHIIUACHTEI,
a Takke B Hemax wuHpopmupoBanus HKIKM cyObekToB KpHTHYECKOM
HHGOPMAIIOHHOW HHQPaCTPYKTYphl M PYKOBOAMTENEH OpraHoB (OpraHU3aldii)
06 yrposax Oe3omacHOCTH HHQOpPMAIMH, B TOM YHCIE O TIOTOBSLIMXCS
KOMHBIOTCPHHX aTakaXx M INpU3HaKaX KOMIIBIOTEPHBIX HWHIHIEHTOB, CBS3aHHBIX
¢ GYHKLMOHMPOBaHMEM INPHHAUISKALNIMX UM Ha MpaBe COOCTBEHHOCTH, apeH[bI
WA HMHOM 3aKOHHOM OCHOBaHMU 3HAYHMBIX OOBEKTOB  KPUTHYECKOM
HMHQOpMAllMOHHOX  MHOPACTPYKTYpsl WIH  HHQOPMALMOHHBEIX  PECYPCOB
Poccuiickoit @enepaiiiy, 1 He0OXOJUMBIX Mepax II0 MPOTHBOEHCTBHIO HM.

3. Cy6BeKThI KPHTHIECKOH nHGOPMaMOHHOH UHPPACTPYKTYPHI
M pPYKOBOZHUTEIM OPraHoB (OopraHu3aluil) o0sf3aHbl HaNpaBIATh HHQPOPMALHIO
0 KOMHLIOTépHI:IX aTaKax ¥ KOMIBIOTEPHBIX HHIUAEHTAX U [TOJIy4aTh HHOOPMAIHIO
06 yrpo3ax G6e30macHOCTH MHGOPMALMH, B TOM 4YHCIE O TOTOBSIIUXCS
KOMIBIOTEPHBIX aTaKaX M IIPHU3HAKaX KOMIIBIOTEPHBIX HHIIMIAEHTOB, CBA3aHHBIX
C QYHKUMOHMPOBaHHMEM INPHHAUICKAIMX UM Ha TpaBe COGCTBEHHOCTH, apeHMIBI
WIM WHOM 3aKOHHOM OCHOBAHHH 3HAYUMBIX  OGBEKTOB KPUTHIECKOH

MHQOPDMALMOHHOH ~ MHOPAcTPyKTYyphl WiIM  WH(GOPMAlMOHHBIX  PECypCoB

! Moanyskr 4.2 nynkra 4 Tlonoxenns o HanpoHansHom KOOPJNHALHOHHOM LICHTPE N0 KOMIBIOTEPHBIM
MHUMICHTaM, YTBepkAcHHOTo mnpukasoM @PCBb Poccum ot 24 wmons 2018 r. Ne 366 (3apeructpmpoBan
Mumiocrom Poccun 6 centa6pa 2018 r., peructpaumonnsiii Ne 52109), ¢ H3MEHEHHAMY, BHECEHHBIMH NpHKa30M
®Cb Poccnn ot 24 nexabps 2025 r. Ne 540 (sapeructpupoBaH Mumioctom Poccum 25 nexabps 2025 r.,
perucrpanonusiit Ne 84777) (nanee — INonoxenne o HKI{KH).




Poccuiickoli ®enepanyy, 1 HEOOXOAUMBIX Mepax HO TNPOTHBOACHCTBHIO HM
c UCIIOJIE30BAaHUEM JINYHOTO KabuHeTa cyObeKTa I'ocCOIIKA,
3aperuCTPUPOBAHHOIO B TEXHUUECKOMH UHPPACTPYKType HKIIKHA
(maymee — nuuHBI kaOuHET), B COOTBETCTBMH ¢ omnpegeieHHnIME HKIIKH
dopmaramu  mpencraBiieHHS ~HMHGOPMAaLMK O  KOMIBIOTEPHBIX  aTakax
¥ KOMITBIOTEPHEIX HHLHMAeHTax B [ocCOITKA!.

B cmydasx TtexHudyeckux c6oeB M (WIH) OTCYTCTBHS CBA3H C NHYHBIM
KaGHHETOM MH(pOpPMaLUs O KOMIBIOTEPHBIX aTakaX ¥ KOMITBIOTEPHBIX HHIHAEHTAX
nosxHa 66ITh HanipasieHa B HKIIKU ¢ ucnonb30BaHHEM pe3epBHEIX KaHAJIOB CBA3H
(moyToBHIA anpec W aapec OSJIEKTPOHHON MOYTHI), YKa3aHHHIX CYOBEKTaMH
KPUTHYECKOH HH(POPMaLMOHHONH HMHQPaCTPYKTYphl M PYKOBOAMTENAIMH OpPraHOB
(opranuzaumii) B TNYHOM KabUHETe, B COOTBETCTBHHU ¢ onpeneneHHsIMM HKIIKU
dopmaramMu  mpeicTaBiieHHd MHGQOPMAlMH O  KOMIBIOTEPHBIX  arakax
¥ KOMIBIOTEPHEIX MHIMIeHTaX B TocCOIIKA',

4. IlomxmodyeHne K JUYHOMY KaOWHETy, OCYIIECTBJISEMOE B IEIAX
HETIPEPHIBHOTO B3aUMOJIEHCTBHSA, OPraHU3yeTCs MOCIe 3aKIIOUeHHs perfiaMeHTa
B3anmMozericTeusg HKIIKH u BnajgenslieB nHGOpMaLMOHHEIX pecypcoB Poccuiickoit
®enepatun n1pu MHbopmupoBaHun OCB Poccun 0 KOMIBIOTEPHEIX arakKax
1 KOMIIBIOTEPHBIX HHIMUACHTAX, peardipoBaHNM Ha KOMIIBIOTEPHBIE HHIUAECHTHI
U TPUHATHM MEp 10 JIMKBHUAALUMU TOCIEACTBUA KOMITBIOTEPHBIX aTak
B OTHOIICHHM  3HAUYMMBIX OOBEKTOB  KpUTHYECKOH  HMHGMOPMaLHOHHOM
HHOPACTPYKTYpBl M HHBIX HHOOPMALMOHHEIX pecypcoB Poccuiickoit Meneparivn,
IpHHAAJIEXAIIMX OpraHaM U OpraHu3alyaM, Ha KOTOPBIE BO3JIOXKEHEI 0OS3aHHOCTH,
IIPETlyCMOTPEHHBIE YacThiO 4 cTaTbi 9 DenepanbHOro 3akoHa ot 26 mrong 2017 r.
Ne 187-@3 «O 6esonacHocTH KpuTHUYecKod HMHGMOPMAIMOHHON MHQPACTPYKTYphI
Poccuiickoit ®epepauun»?,

5. MadopManus 0 KOMIOBIOTEPHBIX aTaKkax W KOMIBIOTEPHBIX HHIMAEHTAX
HanmpaBigercds B HKIKM cy6pexktamMu KpuTHYecKod HHGOPMAIHOHHOM

UHPPaCTPYKTYpsl M PYKOBOAWTENISMH OpraHoB (OpraHusauuii) B CpOKH,

! TToanyukr 4.9 nynxra 4 IMonoxenns o HKLKH.
2 Hoanyukr 5.8 nynkra 5 Tonoxenns o HKIKH.
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YCTaHOBJICHHBIE B nopsigke = nmbopMHpOBaﬁnﬂ OCh Poccun
O KOMINBIOTEPHBIX aTaKaX M KOMITBIOTEPHBIX MHIMAEHTAX, pearupoBaHys Ha HHUX,
NPUHATHA MEP IO JIMKBUNALMN NOCIEACTBHN KOMIBIOTEPHBIX aTakK, IPOBEIEHHBIX
B OTHOUICHWM  3HAYUMBIX OOBEKTOB  KPUTHYECKOM  HHGOPMALMOHHOMN
HHQpacTpykTyphl Poccuiickoit @efepanny 1 MHBIX MHGOPMALMOHHBIX pecypcoB
- Poccniickoit ®exeparium, npuHamIexalux opraHaM ¥ OpraHU3aLHsIM, Ha KOTOpBIE
BO3JI0XKEHB! 00s3aHHOCTH, MpPeAyCMOTpEHHBIe 4acTbio 4 cTateu 9 MDenepansHOro
- 3aKkoHa OT 26 wmions 2017 r. Ne 187-®3 «O Ge30macHOCTH KPHTHYECKOM
uH}opManoHHONH HHOPacTPYKTypsl Poccuiickoit Denepanyn», yTBEPKAaEMOM
npukasoMm @CBb PoccHu B COOTBETCTBHH € ITyHKTOM 6 9acTH 4 CTAThH 6 ¥ 4acThIO 6
cTatbu 9 QenepansHOro 3akoHa ot 26 urons 2017 r. Ne 187-03 «O Ge3omacHOCTH
KpUTHYeCKOH HHGOPMAIIMOHHOM HHpacTpyKTypHsl Poccuiickoit Denepauumy.

6. Ilepenata cy6beKTOM KpUTHUECKOH HHPOPMALMOHHOH HHPACTPYKTYpbL
H  pykoBomureneM opraHa (opradmsanmu) B HKIKHW  undopmanuu
O KOMIBIOTEPHBIX aTakaX M KOMIIBIOTEPHEIX HHIMACHTaX MOATBEPKAAETCS
nocpenctsoM  npucsoeHus HKIIKHM  xommbroTepHoi aTake u  (wm)
ROManTepHOMy UHLMIEHTY HACHTU(UKATOpA.

WneHTuuKaTOp NpHCBaMBAaeTCs KOMIBIOTEPHBIM aTakaM U (nn)
KOMIIBIOTEPHBIM HWHIMACHTaM B Te4YeHHe 24 YacOB C MOMEHTa IOJyYeHHS
MHQOPMalMM O KOMIBIOTEPHOH aTake W KOMIIBIOTEPHOM HHIMIEHTE B JIHIHOM
KabuHere. | |

7. CyObexTsl  KpUTHYeCKOH  HH(OPMALMOHHOM HHQPACTPYKTYPEI
Y pPyKOBOJMTEIN OPraHOB (OpraHM3alviil) BIpaBe IOCPEACTBOM JIMYHOTO KabuHeTa
oopatutecs B HKIKM n1as okasaHMS WM COmeHCTBHS B pearupoBaHUH
Ha KOMHBIOTepHBIe UHLIUEeHTH! ¥ npuBnedeHus cui 'ocCOITKA.

8. HKLKH B mnemsx wuH)OPMHpOBaHMA CyGHEKTOB KPUTHYECKO#
HHQOPMAIIMOHHOI HMH(PACTPYKTypHl M PYyKOBOLMTENEH OpPTaHOB (opranu3anumit),
IPEAYCMOTPEHHOr 0 IMyHKTOM 2 HacTosmero Ilopsiaka, 1 oka3aHHUA UM COIEHCTBHS
B pearMpoBaHH{ Ha KOMIBIOTEPHBIE HHLUACHTEI, MPEYCMOTPEHHOTO ITyHKTOM 7
HACTOSIIEro Iopsinxa, ocymecTasercs:

JAOBECHHE 10 CyOBEKTOB KPUTHUECKOM HH(bopMéuHOHHoﬁ MHQPaCTPYKTYpEI

¥ PYKOBOAHTENEH OpraHoB (opraHusanyii) HHGpopManuu o6 yrpo3ax 6e30MacHOCTH
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MHpOpMalKK, B TOM YHCIIE O FOTOBAIIUXCS KOMIIBIOTEPHEIX aTakax M MPU3HAKaX
KOMITBIOTEPHBIX HHIMACHTOB, CBA3aHHBIX ¢ QyHKLIMOHUPOBaHUEM MTPHHALTEKAIIHX
MM Ha npaBe COOCTBEHHOCTH, apeH[bl MM HHOM 3aKOHHOM OCHOBAaHMH 3HAYMMBIX
00BEKTOB KpUTHYECKOH HH(QOpPMAaIIOHHOM HHPPaCTPYKTYpHI 1585
MH(GOPMAlMOHHEIX pecypcoB Poccuiickoit ®emepauiid, © HEOOXOAUMEIX Mepax
10 IIPOTHUBOJIEHCTBUIO UM;

HOBEIEHHE 10 CyOBEKTOB KPUTHYECKOH HH(POPMAIIMOHHOM HHPPACTPYKTYpEI
M PyKOBOAHUTEJIEH OpraHos (opraHusalyii) nHpopmaluy o cpeAcTBax U cnocobax
NpOBEJICHUS KOMITBIOTEPHBIX aTaK M METOaX UX 0OHAapYyKEHHUS U MIPeIyTIpEeKACHHS;

HalpaBjicHHe CyObeKTaM KpUTHYECKOH HH)OPMALMOHHOM MH(PACTPYKTYpPHI
M PYKOBOZUTEIAM OpraHoB (OpraHusalmil) 3alpocoB O TMPeACTABJICHHUH
JOTIOJIHUTENIBHEIX CBEACHHH 06 yrpo3ax 6e30macHOCTH MHGOPMAIKH, B TOM YKCIIE
O IpH3HaKaX KOMIBIOTEPHBIX HHLUACHTOB, CBA3AHHBIX C (YHKLIHOHHPOBAHHEM
NpUHaUIeXKAIMX MM Ha MNpaBe COOCTBEHHOCTH, apeHAbl HJIM HHOM 3aKOHHOM
OCHOBaHHHU 3HaYUMBIX 06BEKTOB KPUTHYECKO#H UH(OPMaLHOHHOM
MH(PaCTPYKTYpel HIM HHGOPMAIMOHHEIX pecypcoB Poccuiickoit ®enmepany,
¥ BPEIOHOCHO! aKTUBHOCTH;

OKa3aHWe COAEHCTBUA CyOBEKTaM KPUTHYECKOH HMH(POPMAlMOHHOMN
MHQPacTPyKTYpEl ¥ PYKOBOJHUTEIAM OpraHOB (OpraHH3aLuii) B pearpoBaHHH Ha
KOMIIBIOTEpHBIE MHIMACHTHI IPY HATUYHUH TaKoi He0OX0JUMOCTH;

oOecriedeHHe METOAUYECKOH M OKCTEPTHON IOANEpKKHM [0 BOIPOCaM
pearupoBaHUs Ha KOMIIBIOTEPHBIE HHIHIEHTEI.

9. Cy0Obexr  KpuTHYeckoi  HH)OpMALMOHHOM  HHQPACTPYKTYpHI
H PYKOBOAUTEJIb OpraHa (OpraHM3alii) B TeUeHHe 24 4acoB C MOMEHTA MOJYYEHHS
or HKIIKY uHpopManuu 0 roTOBAIMXCS KOMITBIOTEPHBIX aTakax M IPH3HAKaX
KOMIIBIOTEPHBIX HHUHACHTOB, CBA3AHHEIX ¢ QYHKIIMOHUPOBAaHHEM MTPHHAUIEKAIIHX
UM Ha IpaBe COOCTBEHHOCTH, apeH/Ibl HIIM MHOM 3aKOHHOM OCHOBAHMH 3HAYHMBIX
00BEKTOB KpUTHYECKOMH MHPOPMAaIMOHHOM UHQPaCTPYKTYpEI
W HHGOPMALMOHHEIX pecypcoB Poccuiickoit @enepauun, o6s3aHE HaNpPaBHTH

B HKIIKH nx}popMaLuio o NpoBOAHMMEIX MEPOIPHITHSX 110 X NPEAYIPEKACHHIO.
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10. B cyyae nostydenus 3anpoca, yKa3saHHOTO B ab3alle YeTBEPTOM MyHKTA 8
HaCToxmero Iopsinka, CyObeKT KpUTHIECKOH HHPOPMAIIMOHHOM MH(PPACTPYKTYpPEI
H PYKOBOJIHUTENb Oprana (OpraHusanyuy) B TeUeHHe 24 4acoB ¢ MOMEHTA HOJTydeHHUs
yKa3zaHHOTo 3ampoca o6s3anbl HanpaBuTh B HKIIKU 3ampammvsaeMsle cCBeOeHHSs
HIIH YBEOMIIEHHE O HEBO3MOXKHOCTH HX HPEJCTAaBICHUS C YKa3aHHEM IMPUYUH M

CpOKa, B KOTOPBIX JaHHBIE CBeIeHUs OYAYT MpeaCTaBIEHEI.




