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B cooTBeTcTBMM ¢ myHKTOM 6 YactM 4 craTbu 6, 4acTeIO 6 cTAaThH 9

®enepanbHoro 3akoHa ot 26 mons 2017 r. Ne 187-03 «O Ge30mMacHOCTH

KPUTHYECKOH HH(OpMaLoHHOM uHbpacTpyKTypsl Poccuiickoit Denepanyn

¥ NyHKTOM 1 Ykasa Ilpesunenta Poccuiickoit ®enepauuu ot 22 nexabps 2017 r.

Ne 620 «O cOBEpIIEHCTBOBAHMM TOCYNAPCTBEHHOM CHCTEMBI oOHapyXeHus,




2
npeaynpexacHus H JIMKBHAIIH OCJIEICTBUH KOMITBIOTEPHBIX aTak

Ha nH(bopMaMoHHbIe pecypcsl Poccuiickoii Menepariumy

ITPUKA3LBIB AIO:

1. VrtBepauts mpunaraemsii ITopsimox urbopMuposanus ®CBE Poccun
O KOMIBIOTEPHBIX aTakaxX U KOMIMBIOTEPHEIX HHIMAEHTaX, pearupoBaHHsi Ha HUX,
NPUHATHS MEp TIO JIMKBHJALUH [IOCIEACTBUA KOMIBIOTEPHBIX aTakK, IPOBEAEHHbIX
B OTHOWICHHMH  3HAYUMBIX  OOBEKTOB  KPHTHYECKOW  HHGPOPMAIMOHHOMN
UHQPaCTPYKTYpEI Poccuiickoi Dejiepalliyi ¥ MHBIX MH()OPMALMOHHBIX PECYPCOB
Poccuiickoit ®enepariuy, NpuHaqieKamux opraHaM H OpraHH3aLEsIM, Ha KOTOpBIE
BO3JIOXEHBI 00S3aHHOCTH, MPENYCMOTPEHHBIE 4acThio 4 cTathi 9 degepaisHOro
3akoHa 0T 26 wmions 2017 1. Ne 187-@3 «O 6e30MacHOCTH KPHUTHYECKOM
MH(OPMaLOHHOH HHPpPacTPyKTyphl Poccuiickoit Deneparym.

2. Ilpusnate yTpaTuBUiMMU cuny npukassl ®CB Poccuu:

oT 19 nrons 2019 r. Ne 282 «O6 yrBepxaenun ITopsiaka UHGOPMHPOBaHUS
OCB Poccun 0 KOMITBIOTEPHBIX HHLUMIEHTAX, peardpOBaHus Ha HUX, IPHUHATHUS MEp
N0 JIMKBUAAILMH TIOCTICACTBUH KOMIIBIOTEPHBIX aTakK, NMPOBEAECHHBIX B OTHOLICHHU
3HAYUMBIX  OOBEKTOB  KPHUTHYECKOM  MH(DOPMALHOHHOMN UHQPaCTPYKTYpHI
Poccuiickoit ®enepanyn»';

or 7 wmiona 2022 r. Ne 348 «O BHeCeHHH H3MEHEHHH B Ilopsaox
nHpopMuposanus ®CB Poccuu 0 KOMIBIOTEPHBIX HHIMIEHTAX, pearpoBaHHUs Ha
HUX, TPUHATHS MEP MO JMKBUAAUWH MOCIHEACTBHH KOMIIBIOTEPHBIX aTak,
NPOBE/ICHHBIX B OTHOILIEHHH 3HAYUMBIX 0ObEKTOB KPHTHUECKON HHPOPMALIOHHOM
MHPPAcTPYKTypsl  Poccuiickoii ~ Denepamuu, — yTBepKIEHHbI IPUKa30M
®CB Poccun ot 19 urons 2019 r. Ne 282»2, |

3. Hacrosimuii npukas BcTynaer B cuny ¢ 30 supapst 2026 T.

Hupexrop A.BopTHUKOB

! 3apernctpuposan Mumioctom Poccun 16 mons 2019 T., perucTpauoHHbIi Ne 55284,
2 3apeructpuposan Muutoctom Poccun 5 asrycra 2022 r., peructpauronHslit Ne 69513,




YTBepxaeH

npukaszoM ®Cb Poccun

oT 25 nerabpa 2025r. |
Ne 547

IMopsapox

uHpopmupoBanusi OCh Poccun 0 KOMITBIOTEPHBIX aTaKaX ¥ KOMIIBIOTEPHBIX

MHUMJIEHTAX, PeardpOBaHys Ha HUX, IPHHATHSA Mep 110 JIMKBUIALMH [TOCIEACTBUN
KOMITIBFOTEPHEIX aTak, IPOBEIEHHBIX B OTHOLIEHUH 3HaYUMBIX OOBEKTOB
KPUTHYECKOM MH(OPMAILIOHHON HHpacTpyKTypsl Poccuiickoit ®enepannm
¥ UHBIX HH(OpMaLMOHHBIX pecypcoB Poccuiickoit ®enepanyy, npruHaIIeKaIUX
OpraHaM ¥ OpraHW3alisM, Ha KOTOpPHIe BO3JI0XXEHB] 00S3aHHOCTH,
HpeaycMOTPEHHEIE YacThio 4 cTaThi 9 DemepanbHOro 3akoHa oT 26 uroyg 2017 r.
No 187-®3 «O 6e30macHOCTH KpUTHUECKOH HHPOPMAIMOHHOH HHPACTPYKTYPBI
Poccuiickoit ®egepaunm»

1. CyObekTsl KpUTHYeCKOd  HMHGOPMALMOHHOH  HHQPACTPYKTYpHI
Poccuiickoii @enepauuu’ obs3anel uHpopmupoars OCB Poccun o060 Beex
KOMITBIOTEPHBIX aTakaX M KOMIIRIOTEPHBIX HMHLIMAEHTaX, pearMpoBaTh Ha HHX
U NpPUHAMATH Mephl 10 JIMKBUJALUUU TOCIEACTBUM KOMIIBIOTEPHEBIX aTak,
NPOBEJIEHHBIX B OTHOILIIEHUH 3HAYNMEIX 0OBEKTOB KPUTHIECKOH HHPOPMaMOHHON
HHQPACTPYKTYPhl, NPUHAIEKAIUX UM Ha. IIpaBe COOCTBEHHOCTH, apeHIbl HIIH
HMHOM 3aKOHHOM OCHOBAaHHH.

PykoBoquTeNnu TrocyJapCTBEHHBIX OpPraHoOB (32 HCKIIOYEHHEM OpraHoB
BHeIIHeH passenku Poccuiickoil Defepalyu, OpraHOB roCyJapCTBEHHOH OXpaHBI,
GbenepanpHOro opraHa obeclneYeHHs MOOWIM3AlMOHHON IOATOTOBKH OPraHOB
rocynapcTBeHHol Binactu Poccuiickort ®enepanuu, ¢enepaibHOro opraHa
UCIIOJIHUTEIHOU ~ BJIACTH, YIOJHOMOYEHHOro B ob6macTH  obecreyeHHs
0€e30MacCHOCTH KpUTHYeCcKOoi HH(pOpMallMOHHON HHQpacTpyKTypsl Poccmiickoii
denepannu), rocyJapCTBEHHBIX YHHTApHBIX IIPEANPHATHH, TOCYAapCTBEHHBIX
yupexJaeHu#, TrocyNapCTBEHHBIX (OHIOB, TIOCYJapCTBEHHBIX KOPIOpalui

(KoMITaHM#l), HMHBIX POCCHHCKMX IOPHAMYECKHX JIMI, KOTOpBIE, €CIIH HHOe

! Tanee — kpuTHueckas WHGOpMaLMOHHAA HHPpPACcTPYKTypa.




He IIpelyCMOTPEHO MeXIYyHapoaHEIM JorosopoM Poccuiickoit ®Penepaium,
HaxoAaTcs 0] KourpojieM Poccuiickoii @enepauunu, u (win) cyobekta Poccuiickoit
Denepaliuy, U (MIH) KOHTPOIHPYEMBIX HMH COBMECTHO MJIH 110 OTAEIHHOCTH JIHILL,
B 4acTH MHGOpPMaIMOHHBIX pecypcoB Poccuiickoit Menepanny, NpHHAAIEKAMINX
TaKUM OpraHaM U IOPHUAMYECKMM JIMIAM Ha IpaBe COOCTBEHHOCTH, apeHbl KU
MHOM 3aKOHHOM OCHOBaHuH', 06s3anbl mHpopMupoBath ®CB Poccuu 060 Bcex
KOMIIBIOTEPHBIX ~ aTakaX M  KOMIBIOTEPHBIX  MHIUAEHTAX,  CBA3AHHBIX
C GYHKUMOHHPOBaHHEM TNPHUHALIEKALINX KM HHPOPMAIMOHHEIX PECYPCOB
Poccuiickoii ®enepanuu.

2. NadpopmupoBanne OCh Poccuu OCYILIECTBIISAETCS MyTeM Hanpaﬁneﬂnﬂ
uHpopMauuy B HalMoOHANBHBIH KOOPAMHALMOHHBIA LEHTP MO KOMIBIOTEPHBIM
HHLIHUAEHTaM? B COOTBETCTBHH C onpezenenHbiMu - HKIIKM  ¢popmaramu
NpEeICTaBlIeHHs MHQOPMAIllMH O KOMIBIOTEPHBIX aTakaX u KOMITBIOTEPHBIX
MHUHMICHTaX B TIOCY/JapCTBEHHYIO CHCTEMY OOHapyXEHHs, NpeqyNnpeXXIeHus
¥ JINKBUIALMH TIOCIIEACTBUH KOMIBIOTEPHBIX aTak Ha HHPOPMAIMOHHEIE PECYPCh
Poccuiickoit ®enepauun’® ¢ HCHONB30BAHHEM TEXHHYECKOM MHQPaCTPYKTYPHI
HKIIKY, npenHasHa4eHHON IS OTIIPAaBKH, NONydYeHHs, 06pabOTKHM M XpaHEHUs
'YBEIOMJIIEHHI H 3alpOCOB B pamKaXx HH(OPMALHUOHHOTO B3aUMOJEHCTBHS
C CYOBEKTaMH KPHTHYECKOH HHQPOPMALIMOHHOMN MHOPaCTPYKTYpEL, a TaKxKe
C HHBIMH HE SABIAIONIUMUCA CYOBEKTaMH KPUTHYIECKOM MH()OPMALHOHHOH
HHQPACTPYKTYyphl OpraHaMH M OPraHH3alMsAMU, B TOM YHCIIE HUHOCTPaHHEIMH
U MeXIYHapOAHBIMH. B cilydae OTCYTCTBHSA MOAKIIOUYEHHUS K JaHHOH TEXHUIECKOM
HHQpacTpykType uHPopMupoBanue P®CB Pocchu Cy6beKTOM KPHTHHYECKOM
MHGOPMAllMOHHOR ~ MHQPACTPYKTYpE, a TakXke PpYKOBOIHTEIEM oprana

(opraHu3alMu) OCYINECTBIAETCA IOCPEJCTBOM MOYTOBOM CBA3H MM 3NEKTPOHHOM

! anee — opraus! (opranusammu). Yacts 4 crathu 9 DeiepanbHOro 3aKkoHa oT 26 mons 2017 r. Ne 187-®3
«O 6e30MacHOCTH KPHTHYECKOH HHPOPMALMOHHOH HHDPACTPYKTYpHI Poccriickoi Denepauuny.

2 lanee — HKLIKH. IMomoxenue o HaunoHa/bHOM KOOPAMHALMOHHOM LEHTPE IO KOMMBIOTEPHBIM
VHUHAIEHTaM yTBepkeHO npukasom ®CB Poccuu ot 24 momst 2018 r. Ne 366 (3aperucTpuposan MunioctoM Poccun
6 cenrabpa 2018 r., peructpamuonnsiii Ne 52109), ¢ M3MEHEHHAMH, BHECEHHBIMU npukazom ®OCB Poccuu
oT 24 nekabpa 2025 r. Ne 540 (3apeructpupoBan Mumioctom Poccuu 25 nekabps 2025 r., perucTpauMOHHBII
Ne 84777) (manee — Ionoxenune o HKLIKH).

3 Monnyukr 4.9 mynxTa 4 Ionoxenus o HKIIKH.




ceasd 1o ampecaM HKIIKM, ykazaHHBIM Ha  o¢uIMadbsHOM  caiiTe
B HHci)opManHOHHo-TeneKOMMyHHKaunonHoﬁ cetd «HTEpHET» (WWW.Cert.gov.ru).

3. WnadopManys 0 KOMIBIOTEPHOM HHUUACHTE B 3HAaYUMOM OOBEKTE
KpUTHYecKol MH(OpMalOHHOH HHGPACTPYKTyphl HAIpaBIAeTCs CyOBEKTaMM
KputHdeckoi uHdpopmamronHoi uappactpykrypsl B HKLIKH B cpok He mo3iHee
3 4acoB ¢ MOMeHTa OOHApYXKeHHs KOMIIBIOTEPHOrO MHIKMIEHT, & B MHBIX 00beKTax
KPUTHYECKOI HHGOpMalHOHHONH MH(PPACTPyKTYphl — B CpPOK He Io3aHee 24 4acoB
C MOMEHTa ero oOHapyXeHus.

HHdopManys 0 KOMIIBIOTEPHOM HHIMIEHTe Ha HHPOPMALIUOHHOM pecypce
Poccuiickoit ®Penepauuu opraHa (OpraHH3allid) HampapiseTcs PYKOBOAUTENIEM
aToro opraHa (opranuzanuu) B HKLIKU B cpok He no3iHee 24 4acOB C MOMEHTA €ro
oOHapyXeHus.

Hudopmaiis o KOMIIBIOTEPHOH aTake, IPOBEJICHHOH B OTHOILIECHHUH 00BEKTa
KPUTUYECKOH HHQPOPMAIMOHHON HHQPPaCTpyKTypsl MWIH HH(POPMALMOHHOTO
pecypca Poccuiickoit @eiepanuu opraHa (opranmaunn),‘ HampaBJseTcsa CyObeKTOM
KpUTHYeCKOl HH(pOpMaIMOHHOH HHGPACTPYKTYPBl WIH PYKOBOAMTENEM OpraHa
(oprammzanuu) B HKIKMA B cpok He  mno3gHee 24  dYacoB
C MOM€HTa 00Hapy>KeHHUs KOMIBIOTEPHON aTakH.

4. B ciy4ae ecyii KOMIBIOTEPHAs aTaka M (WJIH) KOMIBIOTEPHBIA UHIMAECHT
CBA3aHBl C (YHKIMOHMpPOBaHMEM O0O0BEKTa KpHUTHYECKOW WH(POPMAUOHHOM
MHQPACTPYKTYpHI, IPHHAIEKAINEro Ha IpaBe COOCTBEHHOCTH, apeH Bl HIH HHOM
3aKOHHOM OCHOBaHUU CyOBeKTy KPUTHYECKOH HH()OPMaNHUOHHOM
HHGPACTPYKTYpPHI, KOTOPBIA OCYIIECTBIIET INEeSATEIEHOCTh B GaHKOBCKOM cepe
U B HMHBIX cdepax (PMHAHCOBOrO phIHKA, HH(pOpMAIMs O KOMIIBIOTEPHOH aTake
U (UIM) KOMIBIOTEPHOM HMHIHMAEHTE TaKkKe HampaBiafercs B bBapk Poccun
C HCIONB30BAaHMEM TEXHHYECKOH HHGPACTPYKTyphl (aBTOMAaTH3UPOBAHHOM
cucremsl) Banka Poccuu wunm pesepBHOro cmoco6a B3aMMOJEHCTBHA (IIpH
TEeXHHYECKOH HEBO3MOXXHOCTH HCIIONB30BAHUS TEXHHYECKOH HMHPACTPYKTYphI
(aBTOMaTH3MpoBaHHOM cucTeMbl) bBanka Poccum B CPOKH, yCTaHOBIEHHBIE

myHkToM 3 Hacrosuero [Topsaka. MadopManus o TexHgueckoil HHYPACTPYKType




(aBToMaTH3MpoBaHHOM cucTeMe) banka Poccum wnm pesepBHOro crocoba

B3aUMOJISHCTBHA pa3MellaeTcs Ha odunuaneHoM caiite banka Poccum
B MH(OPMaIIHOHHO-TEIEKOMMYHHUKALMOHHOM ceTH «HTepHED”.

5. Jlnd mOAroTOBKM K peardpoBaHUI0 Ha KOMIBIOTEPHbIE WHLUACHTHI
¥ TPHHATHIO MepP IO JUKBUAAIMH IOCIEICTBUH KOMIBIOTEPHBIX aTaK CyOBEKTOM
Kpnfpmecxoﬁ WHPOPMALMOHHON HWHQPAcTpyKTyphl, KOTOPOMY Ha IIpaBe
COOGCTBEHHOCTH, APEH/IBI WM HHOM 3aKOHHOM OCHOB2HHH NPHHA/JIEXXUT 3HAYUMBIH
00BbeKT  KpUTH4YecKoH  WHGOPMAIMOHHOH  HMH(PacTPyKTYpel, B  CpOK,
HE NpeBpIaoIMi 90 KaleHAapHBIX AHEH CO IHS BKIHOYEHHA JaHHOTO 00BeKTa
B peecTp 3HaYUMBIX 00BEKTOB KPUTHYECKOH HH(POPMAIMOHHONK HHQPAaCTPYKTYpEI
Poccuiickoit ®enepaunn’ paspabaTsiBaeTcs IIaH pearHpOBaHUs HAa KOMIIBIOTEPHEIE
MHIMAEHTH! ¥ IPHHATHA Mep 10 NUKBUIALHUHM TOCIEACTBHH KOMIIBIOTEPHBIX aTak
(manee — I1aH peardpoBaHHs), KOTOPBIN JOJIKEH COJEPXKATh:

TEXHUYECKHE XapaKTePUCTUKH U COCTAaB 3HAYMMEIX OOBEKTOB KPHUTHYIECKOH
UH)OPMaUOHHOM HHOPACTPYKTYPHI;

coOBITUS (YCJIOBUSA), TIPY HACTYIUICHHH KOTOPHIX HAYHWHAETCS peaau3alis
IPeyCMOTPEHHBIX IUIAHOM pearHpOBaHUs MEPOTIPHATHIA;

MEPOIPUATHS, NPOBOAMMEIE B XOJ€ pearHpoBaHUSA Ha KOMIIBIOTEpHBIE
VHIUJEHThI U IPHHSATUS Mep T0 JHKBHAALMH [IOCTIEACTBUA KOMIBIOTEPHBIX aTak,
a TaioKe BpEMsl, OTBOJMMOE Ha HX Peaju3alMIO;

OIIMCAaHHE COCTaBa IOJpa3feNeHUd U JOKHOCTHBIX JIML CyObeKTa
KPUTHYECKOI HH(POPMALIMOHHOH HHPPACTPYKTYPEI, OTBETCTBEHHEIX 3a IIPOBEICHHUE
MEPOIIPHUATHH 10 PEaTMPOBAHUIO Ha KOMIIBIOTEPHEIE HHIUICHTE! M IIPUHATHIO MEp
110 IMKBUAALMHU NOCIEICTBIUI KOMIIBIOTEPHBIX aTak. |

6. Ilman pearupoBaHHS yTBepXAaeTcs pPyKOBoAMTENeM CcyObekTa

KPUTHYECKON HHGOpMAllMOHHOH HHOPACTPyKTYpsl, KOTOpPOMY Ha IIpaBe

! TTopsi;oK BeNEHMA pEECTpa 3HAYMMEIX OGBEKTOB KPHTHYECKOH HMH(OPMALHOHHON HHOPACTPYKTYphI
Poccuiickoit ®enepaunn ytsepxaeH npukasoM ®CTIK Poccuu ot 6 mexabps 2017 r. Ne 227 (3apeructprpoBas
Mumnroctom Poccun 8 despans 2018 r., peructpammonssrit Ne 49966), ¢ M3MeHEHHAMH, BHECEHHBIMH TpEKasaMy
®CTIK Poccun ot 10 ¢enpana 2022 r. Ne 26 (3apeructpupoBan MuHIOCTOM Poccml 1 ampems 2022 'r,
peructpaumonnsiii Ne 68031), or 1 cenrabps 2023 r. Ne 177 (3apemcrpnponan Munroctom Pocenn
3 okraAbps 2023 r., peructpaumoHHsIi Ne 75437) w ot 17 mons 2025 r. Ne 254 (sapeructpuposan MuntocroM Poccun
20 aBrycTa 2025 r., peructpauioHHbIN Ne 83245).




COOCTBEHHOCTH, apeH bl HIIM HHOM 3aKOHHOM OCHOBAHUH NPUHAJIEKAT 3HAUHMBIE
0GBEKTEI KPUTHYECKOH MHPOPMAIIMOHHOH HHPPACTPYKTYPEL.

Konus yTBepXJIeHHOro IUIaHa pearupoBaHHs B CPOK, He MpEBHIMIAIOMIMI
7 KaneHAapHbIX THEeH co THs ero yTBepkaeHus, Hanpasisgercs B HKIIKH. |

7. B n1aH pearupoBaHKs MOTYT BKJIIOYAThHCH:

YCJIOBHS NIPHUBJIEUEHHS MOAPA3AeeHHH U AoKHOCTHBIX i ®CB Poccun
K NPOBEICHUIO MEPOIPHUATHH 110 PEarMpOBaHHIO Ha KOMIIBIOTEPHBIE MHI[UMIECHTEHI
Y IIPUHATHIO MEP IO JIMKBUALMA NOCIENCTBIH KOMITBIOTEPHBIX aTaK;

NOPSNOK  TNpOBeAeHHs CYOBEKTOM  KPHUTHYECKOW  HHGOPMAI[HOHHOM
MHQPaCTPYKTyphl, KOTOPOMY Ha IpaBe COOGCTBEHHOCTH, apeHAbl HIM HHOM
3aKOHHOM  OCHOBaHWH MPUHAMJIEKAT 3HAYMMBlE OOBEKTHl  KPUTHYECKOM
MH)OPMALMOHHOK  MHQPACTPyKTyphl, MEPONpPHATHI IO pearupoBaHmo
Ha KOMIIBIOTEpHbIE MHLUMIEHTHl U NPUHATHIO MEP IO JIMKBHIAIMH II0CIENCTBU
KOMIIBIOTEPHBIX aTaKk B OTHOIICHMHM 3HAYUMBIX OOBEKTOB KPUTHYECKOM
MHQOPMAallMIOHHOH  MH(PAaCTPYKTypsl ~ COBMECTHO C  IpHUBJIeKaeMEIMH
noapasfeaeHusIMH U JospkHocTHRIME nnamu @CB Poccun.

8. IlpoexT mnnmaHa  pearMpoBaHWs,  COAEpXaIMil  HOJIOXKEHHS,
NpefyCMOTpeHHbIe IMyHKTOM 7 Hactosuero [lopsimka, ¥ MPOEKT O BHECEHHH
M3MEHEHHH B HEro pa3pabaThIBalOTCs CyOBEKTOM KPUTHYECKOH HH(POPMALIHOHHOMN
MHQPAaCIPYKTypsl TNpHM MeTomuueckoM obGecmevennn HKIIKU' u  go ux
YTBEPXKICHUS HANpaBIAIOTCS Ha cornacosanve B LleHTp 3amuThl MHGOpMAaLMH
¥ ceunansHoi ceasu ®CB Poccuu,

HenrpoM 3amuTer nHbOpManuy K crienuansHol cessu ®CB Poccun mpoext
T1aHa pearnpoBaHys UM IPOEKT O BHECEHUH U3MEHEHHH B HErO pacCMaTpUBaeTCs
B Cpok 10 30 KameHNapHBIX JHEH €O IHS IOCTYIUIEHHS M IO pe3ylbTaTam
péCCMOTpCHPI)I IIpA OTCYTCTBUM 3aME€YaHWH COIACOBBIBACTCS MIIM BO3BpAIIAeTCs
,6e3 cornacoBanus 111 JOPaGOTKH.

9. B mimaH pearupoBaHusd, pa3pabaThIBAeMBIi CyOBEKTAMH KPHTHUYECKOM
HUHQOPMAIIIOHHOW  MHQPACTPYKTYpHI, OcyH_IeCTBJUIIOHII/IMI/I‘ nemenm@crn

B 0aHKOBCKOH cQepe M B MHBIX clepax PHHAHCOBOTO PHIHKA, KOTOPHIM Ha npase

! TloanyuxT 4.3 nynxra 4 IonoxeHus o HKILKH.




COOCTBEHHOCTH, apeHbI WM HHOM 3aKOHHOM OCHOBaHHMH MTPUHAIIEXKAT 3HAYMMEIE
00BbEKTBI KPUTHYECKO# HHGOPMALUOHHON HHOPACTPYKTYPHI, TIOMHUMO IIOJIOKEHHH,
yKa3aHHBIX B NyHKTax 5 M 7 Hacrosmero [lopsuaka, MOTYT BKITIOYAaThCA YCIOBHS
NPHUBJICYCHMS TIOAPa3eNICHUH ¥ NODKHOCTHBIX MHL banka Poecuu k npoBeaeHHIo
MEPOIIPUSTHIA 110 pearnpOBaHHIO Ha KOMITBIOTEpHBIE MHIUACHTHI U IPUHATHIO MEp
10 JTUKBUIAIUY MIOCTIEACTBUA KOMITBIOTEPHBIX aTakK.

IIpoeKT miaHa pearpoBaHUSA M MPOEKTHI 0 BHECEHHH W3MEHEHHH B Hero
pa3pabaTeIBarOTCA CyOBEKTOM KPUTHUECKOH MH(MOPMALMOHHON HHPPACTPYKTYDH,
KOTOPBIA OCYINECTBIAECT OEATEIBHOCTh B OaHKOBCKOH cdepe M B MHBIX cdepax
(QuHAHCOBOTO pPBIHKA, M 1O HMX YTBEpXKICHHSI HampaBisioTcs B bank Poccuu
Ha cornacoBatue. Ilocie cornacosanus bankom Poccuu u yTBepxIeHHs poeKTa
IJIaHa PEarupOBaHUA MM IIPOEKTA O BHECEHWH U3MEHEHU B HET'O PYKOBOLHUTENIEM
cybbekTa KpUTHIECKOH MHPOPMALMOHHOR MHGPACTPYKTYpHI ILIaH peardpoBaHHUs
MIM TNpPOSKT O BHECEHMH W3MEHeHWH B Hero Hampasnsercs B HKIKH
B COOTBETCTBHH C IIyHKTOM 6 Hactosulero [Topsnka.

B ciyyae BKIIOYEHHMS B INPOEKT IUIaHA PEardpoOBaHHs WIH B INPOEKTHI
O BHECCHHWH H3MEHEHHH B HEro IOJO0XEHWH, NPEeJyCMOTPEHHBIX ITyHKTOM 7
HacTosmero Ilopanka, MpoekT MiaHa peardpoBaHWS M IPOEKTHl O BHECEHHH
U3MEHEHHH B HEro [0 WX YTBEPXKICHUS HampaBisiorcs B bBaHk Poccun
UCKJTIOYUTENBHO II0CNIE BBINOJHEHUS JEHCTBHUH, NPENyCMOTPEHHBIX MYHKTOM 8
HacTosmiero [lopsaxka.

bankoM Poccum paccMaTpHBaeTcs IPOEKT IIaHA PEarupOBaHHs HIIM IPOEKT
O BHECCHHMH HM3MEHEHHH B Hero B Cpok A0 30 KalmeHOAapHBIX JHEM cO JHA
NOCTYIUIEHHS. M II0 pe3ylbTaTaM pacCMOTpPEHHsS IPH OTCYTCTBHH 3aMe_anm>i'
COTJIaCOBBIBAETCs HIIM BO3BpallaeTcs 6€3 cornacoBaHus s JOPaOGOTKH.

10. Cy6j>eKT KPHTHYeCKOH MHGOPMAMOHHOM HH(PACTPYKTYpPEI, KOTOPOMY
Ha MpaBe COOCTBEHHOCTH, apeH/Bl MIM HHOM 3aKOHHOM OCHOBAHHMH NPHHAIEKAT
3HAYMMEIE OOBEKThl KPUTHYECKOH MH(OPMAIMOHHON MH(PACTPyKTYpBI, HE pexe
OJTHOT'O pa3a B rof 00s3aH OPraHU30BBIBATh U IPOBOAXTE TPEHUPOBKH MO OTpaboTKe

MEpONpUATHH IUlaHa pearupoBaHuia. OOBeM M coxepkaHHE TPEHHPOBKU
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OIpENIENAIOTCS CYOBEeKTOM KPHTHYECKOH HH(OPMALHOHHOM HH(I)paCTPYKTypBI
HCXOJIsl U3 MEPONPUATHH, COJIepKaIUXCS B IUIaHE pearnpOBaHH.

Opradusanys U NpoBeJileHHe TPEHHPOBOK BO3NAralOTCS HA MOAPa3fieieHHUs
7§ ,uonxcnpcﬁmx UL CyOBeKTa KpUTHIECKOH HHpOpMaOHHOM MHQPACTPyKTypHI,
OTBETCTBEHHBIX 32  MNpPOBENEHME  MEPONPUSATHH 1O  pearMpoBaHUIO
Ha KOMIBIOTEPHBIC MHLUMICHTHI M NPUHATHIO Mep MO JHKBHAALMH IOCIEACTBUI
KOMIIBIOTEPHBIX aTak.

Ilo pesynsTataM TPEHHpPOBOK B ILUIAH PEarHpPOBAHHs BHOCATCS U3MEHEHHS
B cﬁyqae BBISIBICHHUSI HENOCTATKOB, IPEXyCMOTPEHHBIX IUIAHOM pearHpOBaHUs
MEPOIIPUATHIA.

11. CyObexroM KpHTHYeCKOH WH(OPMALMOHHONW HHPPACTPYKTYPHI,
KOTOpOMY Ha IpaBe COOCTBEHHOCTH, apeHIbl WJIH MHOM 3aKOHHOM OCHOBaHHUH
NpUHAATeX)KaT  3HaYMMble  OOBEKTBI  KPHUTHUYECKOH  HHQPOPMALMOHHOM
MHQPACTPYKTyphl, B XOI€ pearupoBaHMsi HA KOMIBIOTEDHBIE WHIHICHTHI
M TpPUHATUS Mep 10 JIMKBUJALUH [OCHEACTBUH KOMITBIOTEDHBIX —aTak
OCYILECTBISAIOTCS:

aHAIN3 KOMIBIOTEPHBIX UHIMIEHTOB (BKIIOYas ONpeAelieHHe OYepeHOCTH
pearupoBaHUs Ha HUX), yCTAaHOBJICHHE UX CBA3HM C KOMIIBIOTEPHBIMH aTaKaMH;

NPOBEACHHE MEPOTIPUATUH B COOTBETCTBHH C IUIAHOM PEarupoBaHHUS;

OIIPE/ICTICHHE B COOTBETCTBHH C IUIAHOM pEardpoBaHHsS HEOOXOAHMOCTH
NIPUBIIEYECHUA K PEarHpOBaHUIO HA KOMIIBIOTEPHBIE HHIUACHTH! U NPUHATHIO MEP
IO  JIMKBMAANMM  TOCIHEACTBHM  KOMIBIOTEPHBIX  aTaK  IOJpa3fesieHui
1 fo/pKHOCTHBIX il @®CB Poccun u banka Poccun.

12. B uensix NpUHATHA Mep IO JMKBHUIALMH IOCIEICTBHI KOMITBIOTEPHBIX
aTaK CyOBEKTOM KPUTHYECKOH HH(OPMAIHOHHON HH(PACTPYKTYpHI, KOTOPOMY
Ha TpaBe COOCTBEHHOCTH, AapeHAB! HJIH HHOM 328KOHHOM  OCHOBAHHHU
NpUHA/UIEKAT ~ 3HAYMMBIC ~ OOBEKTHI ~ KPHTHYECKOM  HHGMOPMAHOHHOM
HHQPACTPYKTYPEI, OIPEAETAIOTCA:

COCTaB MOAPA3/eTICHUH U JOJDKHOCTHBIX JIML, OTBETCTBEHHEIX 3a IIPOBEACHHUE

MEPOTIPUATHH 10 PEarHpOBAHMUIO HA KOMIBIOTEPHbIE HHIUAECHTHI M HPUHATHIO Mep
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[0 JIMKBUIAIIMM TOCTEeACTBUI KOMIIBIOTEPHBIX aTak, M HX 33Jaud B paMKax
IPUHUMAaEMBIX Mep;

nepedeHh CPEeICTB, HEOOXOMMMBIX Ul TNPHHATHA Mep IO JIMKBHIAIUH
TIOC/IE/ICTBUI KOMIIBIOTEPHBIX aTaK;

OYEepEeHOCTh 3HAYMMBIX OOBEKTOB KPUTHYECKOH HHGOpMalMOHHOH
UHQPACTPYKTYphl (MX CTPYKTYPHEIX 3JIEMEHTOB), B OTHOIIEHHH KOTOPBIX OyIyT
NPYHUMATBCS MEpBI 110 JTMKBUIALUH TIOCTIEACTBUI KOMIBIOTEPHBIX aTaK,

riepedeHb Mep 110 BOCCTAHOBJIEHHIO (QyHKIIMOHUPOBaHUS 3HAYUMOT0 00BEKTa
KPUTH4eCKOH HH(POPMaMOHHOH HHPPACTPYKTYPHI.

13. B xonme nMKBUIALMM TOCIEACTBHH KOMIIBIOTEPHBIX aTaK CyOBEKTOM
KPUTHYECKON HH(POPMAanMOHHOM HHOPACTPYKTyphl, KOTOPOMYy Ha IIpaBe
COOCTBEHHOCTH, apeHABl HJIH HHOM 3aKOHHOM OCHOBaHHH IpUHAAJIEXaT 3HAYNMbIe
00BEKTHl KpUTHIECKOH UH(OPMAIIHOHHOM HH(PPAaCTPyKTYpEl, IPHHAMAIOTCS MEPEI
[0 BOCCTAaHOBJICHMIO (YHKIMOHHPOBAaHHA M TIPOBepKe pabdoTocrocoOGHOCTH
3HaYMUMOro 00beKTa KpUTHIECKOH HHPOPMAILIMOHHON HHYPACTPYKTYPHI.

14. Cy6bekT kpuTHdeckod HHPOPMAIMOHHON HHPPACTPYKTYPHI, KOTOPOMY
Ha IpaBe COOCTBEHHOCTH, apeH/bl UM HHOM 3aKOHHOM OCHOBAaHUH IIPUHAJUIEXAT
3Ha4YHMBbIe OOBEKTHI KPUTHYECKOH HH(GOPMAlMOHHOH MH(PAcTPYKTYpsl, obsA3aH
uapopmuposars HKIIKU B cpok He mo3fHee 48 4acoB Hocle 3aBepIICHHUS
MEPOTPHUATHH 110 PearupOBaHUIO Ha KOMIBIOTEPHEIE HHIUICHTHI H IIPUHATHIO MEp
MO JIMKBHUAAUWM IOCTEACTBHH KOMIBIOTEPHBIX aTaK O pe3ynbTaTaX TaKHX
MEPOTIPUATHH B COOTBETCTBHH € ITyHKTOM 2 HacTosmero [Topsaxa.

Cy6beKThl KpHUTHYECKOH HHGOPMAIMOHHOM HHOPACTPyKTYphl, KOTOPBIM
Ha IpaBe COOCTBEHHOCTH, apeH/bl M MHOM 3aKOHHOM OCHOBaHHMH IpUHaIJIeXaT
3Ha4YuUMble  OOBEKTBI ~ KPUTHYECKOM HMH(OPMALMOHHON  HMHGPACTPYKTYpHI,
OCYLIECTBIAIOLIUE NEATENLHOCT B OGaHKOBCKOM chepe W B HMHBIX cdepax
¢unancosoro peiHka, Hapaxy ¢ HKIIKH, o6s13aHs! HHGOPMHUPOBATE O pe3yabpTaTaX
MEPOIIPHUATHH 10 pearnpOBaHUIO Ha KOMIIBIOTEPHBIE HHIMICHTH! U IIPUHATHIO MEp

T10 JUKBUIALIUM [TOCJEACTBUH KOMITBHOTCPHBIX aTakK BaHI( Poccun B CPOK HE NIO3JHEEC
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48 yacoB moCNe 3aBEpUICHMs] TaKMX MEPONPHATHH B COOTBETCTBUM C ITyHKTOM 4
Hacrosmero ITopsaka.

15. Opranamu (opraHu3anMsAMH) B XOZi€ PeardpOBaHUS HAa KOMIIBIOTEPHEIE
MHUUJEHTHI U IIPUHATHS MepP 110 JTHUKBHAALUY ITOCIECTBUN KOMITBIOTEPHBIX aTak,
CBS32HHBIX C (YHKIMOHMPOBAHHEM IPUHAIOKAUIUX HM HH(GOPMALHUOHHBIX
pecypcoB Poccuiickoii ®enepaniny, OCYIIECTBISIOTCS aHAIN3 KOMIIBIOTEPHBIX
MHIHICHTOB ‘(BKJnoqa;I ONpeneeHue OYEepPeHOCTH peardpoBaHHMs Ha HHX),
YCTaHOBIICHHE HX CBf3M C KOMIBIOTEPHBIMH aTaKaMM, a TaKXe OLICHHUBAeTCA
HeOOXOMMMOCTh TIPUBJIECUESHU K PEarvpOBaHMIO HAa KOMIIBIOTEPHBIE HHIMICHTHI
U TPHUHATHIO MEp [0 JMKBHAAUMM MOCIEACTBHA KOMIIBIOTEPHEIX aTak
nojpaszeneHui u JODKHOCTHRIX Jul OCB Poccuu.

HNudopmanyrio o pesynpTarax pearupoBaHHs Ha KOMIIBIOTEPHbIE HHLMACHTHI
M TpUHATHSA Mep 1O JIMKBMAAUMM TIOCIHEACTBHH KOMIBIOTEPHBIX aTaK,
CBS3aHHBIX C (YHKUMOHHPOBAHHMEM IpPHHAUIEXKAIINX OpraHaM (OpraHH3alMsIM)
HH(bdpMaHHOHHLIx pecypcoB Poccutickoit @enepanuu, oprasbl (OpraHu3alldM)
B Te4eHHE 24 4YacOB C MOMEHTA OKOHYAHHMSA MEPOIPHATHH MO PeardpoBaHHIO
Ha KOMHBIOTepHBIe MHLIUACHTH ¥ MPUHATHIO MEP I10 JIMKBUAALUHA KOMITBIOTEPHBIX
arak HanpaBiuitoT B HKIIKH B cooTBeTcTBHY ¢ MyHKTOM 2 Hactosiero Iopsaaka.

16. Opransl (opraHu3aluy) B IeNSX NPUHATHS Mep MO NMKBHAALHH
MOCNEACTBUA  KOMNBIOTEPHBIX ~aTaK, CBA3aHHBIX C  (YHKIHOHHPOBaHUEM
NpUHAJNeKAUMX UM HHQOPMAUMOHHEIX pecypcoB Poccuiickoii Denepauuu,
00513aHBI OTIPENEUTE COCTAB NMOPA3AECHUI M JOJDKHOETHEIX JIUII, OTBETCTBEHHBIX
33 NPOBEACHUE MEPONPHUATUHN II0 PEarMpOBAHUIO HA KOMIIBIOTEPHBIE MHLUAEHTHI
Y TIPUHATHIO MEp I10 JUKBUIALUHUM [TOCHEACTBUN KOMIBIOTEPHBIX aTak, UX 3agadyu
B paMKax IIPUHMMAaEMBIX MEp, OYEPeAHOCTh MH(OPMALMOHHBIX pPECYpPCOB
Poccuiickoit ®enepauny (MX CTPYKTYPHBIX SIEMEHTOB), B OTHOIICHHH KOTODBIX ’
OyAyT NPUHUMATBCS MepHI HO JHKBHAALMH IOCIE/CTBUH KOMIIBIOTEPHBIX aTak,
NEepeyeHh Mep MO0 BOCCTAaHOBICHHIO (YHKIMOHHPOBAHHMS HH(i)OpMaHHOHHOi“O
pecypca Poccuiickoli ®epmepallii M HalpaBUTh YKa3aHHYIO HH(OpMALKIO

B HKIIKH B cooTBeTCTBHH ¢ IyHKTOM 2 HacTosmiero Iopsixa.
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17.  Oprassl  (opraHm3aluy) TIoci€  JHMKBHAAlMH  IIOCIEICTBHA
KOMITBIOTEPHBIX aTaK M MPHHATHS MeP [0 BOCCTAHOBIEHHUIO (DYHKIIHOHMPOBAHUS
U TpoBepke paGoTocnocoGHOCTH HHPOPManMOHHBIX pecypcoB Poccuiickoit
®enepaunn 06s3ansl uHGopmuposath o6 3roM HKIIKM B Teyenwe 24 gacoB

C MOMEHTA 3aBECPIICHHA TAaKUX MEpP B COOTBETCTBHH C ITYHKTOM 2 HACTOALIErO

ITopsnxka.




